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LaHHbIV gokyMeHT BcTynaeT B cuny ¢ 01.03.2026 (nyHKT 4).
3apeructpuposaHo B MuHiocte Poccmn 16 nions 2025 . N 82619

OEOEPAJIbBHAA CITYXXBA MO TEXHUYECKOMY N DKCINOPTHOMY KOHTPOJIHO
NMPUKA3
ot 11 anpena 2025r. N 117

OB YTBEPYXOEHUN TPEBOBAHNI O 3ALLUNTE MHOOPMALLNWN, COLEPXALLLENCS B
rOCYOAPCTBEHHbIX NMHO®OPMALIMOHHDbIX CNCTEMAX, NHbIX
MHOOPMALIMOHHbIX CNCTEMAX roCYOAPCTBEHHbIX OPIAHOB,
roOCYOAPCTBEHHbIX YHUTAPHbIX NMPEONPUATUWN, rOCYOAPCTBEHHbIX
YUYPEXXOEHNN

B cooTBeTcTBMM C YacTbio 5 cTaTbu 16 PepepanbHoro 3akoHa oT 27 nong 2006 . N 149-93 "06
MHMOPMALUU, MHMDOPMALMOHHBIX TEXHOMOMMSAX M O 3almTe MHDOPMALUKU", MYHKTOM 2 1
noanyHktom 9(1) nyHkta 8 [lonoxkeHns o PepepanbHol cny>kbe Mo TeXHUYECKoMy 1
SKCMOPTHOMY KOHTPOSO, yTBEPXKAEHHOro YKa3om [MpesnneHTta Poccuiickont @eaepaumm ot 16
aBrycta 2004 r. N 1085, npuka3sbiBato:

1.YTBepanTb npunaraemble TpeboBaHMg 0O 3aWmMTe UMHpOpMauMM, colepykallernics B
rOCYJapCTBEHHbBIX  MHMPOPMAUMOHHbBIX — CUCTEMAX, MHbIX  MH(POPMAUMOHHBIX  CMCTeMaXx
FOCY[APCTBEHHbIX OPraHOB, MOCYLAPCTBEHHbLIX YHUTAPHbIX MPeanpuUaTUIA, FOCYyOapCTBEHHbIX
yUpEKLEHNN.

2.[1py3HaTb yTPaTUBLLUMMU CUAY:

npukas @CTIK Poccun o1 11 dbeBpanda 2013 r. N 17 "O6 ytBepykaeHun TpeboBaHMIA O 3aLUMTe
MHOpPMaLMK, He COCTaBASIOLLEN FOCYAaPCTBEHHYIO TalHY, COAepyKaLLencs B rOCyAapCTBEHHbIX
MHOPMaUMOHHBIX cucTemax"  (3apernctpupoBaH MwuHioctoM Poccum 31 mas 2013 r,
perucTpauoHHbin N 28608);

npuka3 GCTIK Poccum ot 15 peBpansa 2017 r. N 27 "O BHeceHUn n3MeHeHWI B TpeboBaHWs O
3almMTe MHMOPMAUMKM, He COCTaBnsiolWelr roCyAapCTBEHHYO TaliHy, COoAepXallercs B
rOCYLapCTBEHHbIX WMHAOPMAUMOHHBIX CUCTeMax, YTBepXKAeHHble npukazoM @PefepanbHo
CNY>KObl MO TEXHMYECKOMY W 3SKCMOPTHOMY KOHTponto oT 11 depana 2013 r. N 17"
(3apernctpuposaH MuHiocTtoM Poccmmn 14 mapTta 2017 1., permuctpauonHbin N 45933);

npuka3z GCTIK Poccum ot 28 mas 2019 r. N 106 "O BHeceHUM n3meHeHut B TpeboBaHMa o
3aWmTe  MHQOPMaUMK, He COCTaBMstolle roCyJapCTBEHHYIO TalHy, Cofepykallenca B
rOCYNapCTBEHHbBIX WMH(OPMAUMOHHBIX CUCTeMax, YTBepXKAeHHble npukazoM @PepfepanbHo
CNY>KObl MO TEeXHMYECKOMY W 3KCMOPTHOMY KOHTpofto oT 11 depana 2013 r. N 17"
(3aperucTpuposaH MuHiocTom Poccnm 13 ceHTabpsa 2019 r., pernctpaumorHbiin N 55924);

npurka3z GCTIK Poccnm ot 27 anpensa 2020 r. N 61 "O BHeceHUn n3mMeHeHus B npukas GCTIK
Poccum o1 28 Maa 2019 1. N 106 "O BHeceHUM n3MeHeHnn B TpeboBaHMs O 3alimTe MHpopMaLmu,
He COCTaBNdAlOWEN  FOCYLAPCTBEHHYIO — TalHy, COAEpPXKallencs B FOCYOAPCTBEHHbIX
MHPOPMAUMOHHBIX — CUCTeMaX, YTBepyKAeHHble npukasom  DepepanbHon  cy>kbbl Mo
TEXHUYECKOMY 1 IKCMOPTHOMY KOHTponto oT 11 deBpans 2013 r. N 17" (3aperncrpupoBaH
MuHtocTtom Poccnn 12 maa 2020 ., permuctpalmoHHbiin N 58322):;

NYHKT 1 WM3MEeHeHWl, KOoTopble BHOCATCS B TpeboBaHMs O 3auuTe uHpOPMauUuK, He
coCTaBAgtoLLeN FOCYAAPCTBEHHYIO  TaiHy, coaeprkallencs B rOCYAapCTBEHHbIX
MHPOPMAUMOHHBIX — CUCTeMaX, YyTBepyKAeHHble npukasom  DepepanbHoM  cy»Kbbl Mo
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TEeXHMYECKOMY U 3KCMOPTHOMY KoHTponto oT 11 deBpans 2013 r. N 17, u B TpebosaHuda no
obecneyeHnto  6e30MaCHOCTM  3HAUMMbIX  ODOBEKTOB  KPUTUYECKOM  MH(OPMALMOHHOW
nHpacTpykTypbl Poccuinckort Pepepalnu, yTBepxaeHHble Nprkasom PegepanbHom Ciy>kobl Mo
TEXHNYECKOMY 1 IKCMOPTHOMY KOHTPOS0 0T 25 Aekabpst 2017 1. N 239, yTBep>KAEHHbIX MP1KA30M
OCT3K Poccnm o1 28 aBrycta 2024 r. N 159 (3apeructpuposaH MuHtioctoM Poccnn 24 okTabps
2024 r., peructpaumoHHbiin N 79900).

3.YCTaHOBl/ITb, YTO aTTeCTaTbl COOTBETCTBNA Ha roCydapCTBEHHbIE l/lHdDOpMaLLI/IOHHbIe CncrTembl 1

MHble I/IHCbOpMaLI,I/IOHHbIe CNCTeMbl, BbldaHHble OO0 AHA BCTYMJIeHWA B CMJTY HAaCTOALEro npnKasa,
CHMNTAOTCA ﬂ,eVICTBI/ITeﬂbeIMI/I.

4.HacTosawmm nprkas BCcTynaeT B cuny ¢ 1 mapta 2026 .
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LupexTop

PenepanbHON Cy»K6bl MO TEXHUYECKOMY
1 3KCMOPTHOMY KOHTPOJIO

B. CENUH

YTBEPXXOEHbI

npukaszom GCTIK Poccum
oT1lanpena2025r. N 117

TPEBEOBAHUS O 3ALLMUTE UHOOPMALLMW, COOEPXALLENCS B
roCcYaAPCTBEHHbIX UHOOPMALIMOHHBIX CUCTEMAX, NHbIX
MHOOPMALMNOHHBIX CUCTEMAXTOCYOAPCTBEHHbIX OPI'AHOB
roOCYaJAPCTBEHHbBIX YHUTAPHbBIX TIPEATP PUATUNI, FOCY,[I,APCTBEHHbIX
YUYPEXOEHUN

|. O6wme nonoxkeHusa

1. TpeboBaHMa 0 3amTe MHPOPMALIMK, COOEPXKALLENCS B FOCYAAPCTBEHHbBIX MHDOPMALMOHHbBIX
CUCTeMax, MHbIX MHAOPMAUMOHHBIX CUCTEMAxX rOCYAAPCTBEHHbIX OPraHOB, MOCYAAPCTBEHHbIX
YHUTApHbIX  NPeanpuaTuii,  rocydapCTBEHHbIX —yuypexkaeHur (nanee —  TpeboBaHus),
NpUMeHstoTCA ANg obecneyveHusa 3aWmTbl (HEKPUNTOrpacbnYeCcKMMIU MeToAaMm) MHopMaLLK,
NpefoTBPALLEHMS HECAHKLUMOHMPOBAHHOMO OCTYNa K MHOPMaLMK, CneLmanbHbiX BO3LENCTBIM
Ha MHOPMaUMIO (HoCUTeNM MHMOPMaLMK) B LLeNAxX ee A0ObIBAHWSA, YHUUTOXKEHWS, UCKAXKeHNS,
61oKMpoBaHNs AocTyna K MHOPMaLMK, coflepxallencs
B (DYHKUMOHMPYIOWMX Ha TeppuTopum  Poccuiickori  Pepepaumm  rocyaapCTBEHHbIX
MHOPMALMOHHBIX CUCTEMAX, MHbIX MH(OPMALMOHHbBIX CUCTEMAX FOCYAAPCTBEHHbIX OPraHoB,
FOCYLapCTBEHHbIX  YHWUTAPHbIX  NPeanpusTUi,  FOCYAapCTBEHHbIX — ydYpe)kaeHuin (Oanee
COOTBETCTBEHHO — 3alLMTa MHDOPMALMN, MHDOPMALMOHHbBIE CUCTEMBI).

2. B cnyyae nepegayun 13 rocyaapcTBeHHOM MHPOPMALMOHHOW CUCTEMbl MHDOPMALIMK, OOCTYN K
KOTOPOW OrpaHMyeH B COOTBETCTBUMU C 3aKOHOJ:I,aTeJ'IbCTBOM Poccuiickon ®epnepaunn (nanee —
MHOpPMaLMa OrpaHMYEeHHOro A0CTyna), MHMDOPMALMOHHAA CMCTEMA, B KOTOPYIO MepenaeTcs
MHOPMaLMS OrpaHMYEeHHOro [OCTYMNa, AOJ/HKHA COOTBETCTBOBATb Tpe6OBavaM 0 3aWmTe
MHdOpMaLUMK, YCTAHOBNEHHBIM B COOTBETCTBUM C YacTbto 5 cTatbn 16 PegepanbHOro 3akoHa
ot 27 wona 2006r. NO149-®3 «O6 wuvHdopMaumy, WNHDOPMALMOHHBIX TEXHOMOTMAX
1 0 3aWmTe nHopmMaunmn»t. Coctas nepenaBaemMor MHGOpPMaLMKM OrpaHMYeHHOro A0CTYNa, Lenu
ee 3alMTbl M YPOBEHb 3ALMUIEHHOCTM B COOTBETCTBMM C TpeboBaHWAMK  AOSKHbI
yCTaHaBNMBaTbCs obnagaTeneM MHMOPMALMM, 33aKA3UMKOM, 3aKTIOUMBLUMM KOHTPAKT Ha
co3fiaHve MHMPOPMALUMOHHbBIX CUCTEM, OMepaTopoM WHMOPMALMOHHbBIX CcucTeM (Oanee —
onepaTtop (obnamatenb MHpopMaunn).

3. B MyHMUMNanbHbIX MHPOPMALIMOHHBIX CMCTeMax 3alluTa MHdopMalmy obecnednsaeTcsa B
COOTBETCTBMM C TpeboBaHMAMU, eCin MHOE He YCTaHOBMIeHO 3aKOHOAATENbCTBOM Poccuiickol
depepaunu.

4. Mpn 06paboTke M XpaHeHWUM B MHEPOPMALMOHHbBIX CUCTeMax WHMOPMAaLMK, CofdepyKallel
CBEMleHNs, COCTaBMsAOUIMe TOCYIapCTBEHHYIO TalHy, ee 3almTa A0JhKHa obecnedmBaTbCsd B
COOTBETCTBMM C TPEBOBAHUAMMN MO TEXHMYECKOW 3aLumMTe MHpOopMaLMK, coaepy alllein cBeaeHus,
COCTaBNstOLIME FOCYIaPCTBEHHYIO TalHY~2.

1YacTb 8.1 ctatbn 14 GenepanbHoro 3akoHa ot 27 nons 2006 r. NO 149-03 «O6 nHdopmaumu,
MHMOPMALMOHHBIX TEXHONOMMAX 1 O 3aLMTe MHOPMaL My,

2MoanyHKT 9.1 nyHkTa 8 MNMonoxeHns o PenepanbHoON Cy>Kbe No TEXHUYECKOMY 1 SKCMOPTHOMY KOHTPOJIO,
yTBEPXXOEeHHOTO YKa3oM lNpe3unaeHTa Poccuiickont Pepepaumm ot 16 aBrycta 2004 r. NQ 1085 (nanee —
Monoskerne o PCTIK Poccun).
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5.Mpwn 0bpaboTke B MHDOPMALMOHHBIX CUCTEMaxX MHPOPMaUMK, coaepykallelt NepcoHanbHble
NaHHble, LOMKHbI MPUMEHATLCS TpeboBaHMS K 3aLMTe MepCcoHanbHbIX AaHHbIX NPY X 0bpaboTke
B MH(OPMALMOHHbBIX CUCTEMAxX MEPCOHANbHbIX O3HHbIX, YTBEPXOEHHble MOCTAHOBAEHMEM
MpasuTenscTBa Poccniickon @egepaunn ot 1 Hosbpa 2012 r. NO 1119, n TpeboBaHums.

6.B cnyyae ecnn MHQOPMALMOHHAS CUCTEMA ABMSETCA 3HAYMMbIM OOBEKTOM KPUTUYECKOM
MHMOPMALMOHHON MHPPACcTPYKTYypbl Poccninckoin ®efepauim, 3alimTa COAEPIKALLENCS B HeM
MHOPMaLUK JOMKHA obecneynBaTbcs B COOTBETCTBUM
C HOPMATMBHbIMM MPABOBbIMW aKTaMW, MPUHATBIMM Ha OCHOBaHWUW cTaTbl 6 PegepanbHOro
3akoHa oT 26 utona 2017 r. NO 187-P3 «O 6e30MacHOCTV KPUTUYECKOM WMHDOPMALMOHHOWN
NHMPACTPYKTYpbl Poccuiickot Gepepauiny, 1 TpeboBaHUAMM.

7.B cnyyae NCMOSb30BaHNA ong 3aLMTh MHpOpMaLNK, cofepyalencs
B MHQOPMALMOHHbBIX CUCTeMaX, LWNdpPOoBanbHbIX (KpUNTOorpaduyeckx) CpeacTs  3alluTbl
MHMOPMALMK OOSKHbBI MPUMEHATbCA TpeboBaHKWs 0 3almMTe MHpopMaL K, ycTaHoBneHHble PCH
Poccum B COOTBETCTBMM C YacTbto 5 cTaTbu 16 PenepanbHoro 3akoHa ot 27 uiong 2006 r.
NO 149-®3 «O6 nHdpopMaumm, MHPOPMALUMOHHbBIX TEXHOMOTMAX 1 O 3alMTe MHPOPMALUUY, U
TpeboBaHus.

8. ODYHKUMOHMPOBAHME  MHMOPMAUMOHHBIX — CUCTeM  Ha  6a3e  MHPOPMAUMOHHO-
TENEKOMMYHUKAUMOHHOW  MHPACTPYyKTypbl 3 OOMyCKaeTcsd  MNpW  yCIOBUMM  3alUMThI
MHOPMALMOHHO-TENEKOMMYHUKALMOHHOW MHPaCTPYKTYpbl B COOTBETCTBUM
c TpeboBaHUaMMN,

9. Onepatop (0obnagatenb WHMOPMaUMUKM) [OOMKEH obecneynBaTbh 3aWMTYy MHDOPMaUMM
COOTBETCTBMN C TpeboBaHMAMM Ha BCeX CTaaMaX (3Tanax) 0b6paboTku 1 xpaHeHus MHdopMaumn,
CO30aHUS M pa3BUTWUA  (MOLEepHM3aUMK), 3SKCMyaTauum U BbIBOAA M3 3KCMUyaTaumu
MHPOPMALMOHHBIX CUCTEM B paMKax QYHKUMA, BbIMOMHAEMbIX UMW B COOTBETCTBMM C
®PenepanbHbiM 3aKkoHOM oT 27 miona 2007 r. NO 149-D3 «O6 nHpopMaumm, MHPOPMaLMOHHbBIX
TEXHONOMMSX 1 O 3alMTe MHPOPMALNMY.

10. OnepaTop (0obnagatens WHQoOpMauMM) AOMKeH obecneuyrBaTb 3aWMTY WHMDOPMALNY,
0bpabaTbiBaeMyto B MHPOPMALMOHHbIX CUCTEMAX, B LIENAX:

a) HeponyLeHWs (CHUYKEeHUA BO3MOXHOCTM) HACTYMNeHWsa HeraTuBHbIX MOoCNeacTBIiA (CObbITUIA)
OT HapylleHUs KOHDUAEHUMANbHOCTI, UEeNOCTHOCTH, AOCTYMHOCTM MHbopMaumn (nanee —
HapyLleHVe 6e30MacHOCTM MHdOPMaLIMKY);

6) HegonyLLEeHUA (CHUYKEHUST BO3MOXHOCTM) HACTyMNeHWs HeraTuBHbIX MoCcieacTBNiA (COBbITIN)
OT HapylweHns QYHKUMOHMPOBAHNS MHMDOPMALMOHHBIX CUCTEM BCMEACTBME peanv3aumnn
(BO3HMKHOBEHMSA) yrpo3 6e3onacHOCT MHopMaL N,

11. OnepaTtop (obnagatens MHMOPMaLMN) OOMKEH ONpeaennTb Lenu 3almTbl MHpopMaummy B
3aBMCMMOCTI OT OXXWMIAEeMbIX pe3ynbTaToB OT MPOBEeAEHUS MePOrNpPUATIA U NPUHATIS Mep Mo
3aWmTe MHgopMaumm. HeraTuBHble nocnenctsua (cobbitns) onpenendTcs OonepaTopoM
(obnapaTtenem MHMOPMaLMN) Ha OCHOBE MHOPMaLMK, coaepyKalllencs B baHKe AaHHbIX yrpo3
6e3onacHoctn MHbopmaumn PCTIK Poccum # . [locpeacTBOM BbIMOSIHEHUST OMepaTopoM
(obnapaTtenem mHgopMaLMM) 3a4ad 3alMTbl MHDOPMALMK AOHKHBI BbITb JOCTUMHYTHI Lenu
3aWUTbI MHDOPMALNN.

12. TpeboBaHMs He PacnpoCTpaHATCA Ha MHMOPMAUMOHHbIE CcUMCTeMbl AAMUHUCTPALMM
[Npe3nneHta Poccunckon @depepaumyn, annapata CoBeTa besonacHoctn  Poccuiickon
®epepaunun, PepepanpcHoro CobpaHua Poccuiickoin Penepaumu, AnnapaTa [lpaBuTenbCcTBa

3 MyHKT 3 TonoxeHns 06 ydeTe VIT-akTUBOB, MCNOb3yeMbIX A1 OCYLLECTBNEH WS 0eaTeNbHOCTH No UMdDPOBOA
TpaHchopMaLMU CUCTEMbBI TOCYAAPCTBEHHOMO (MyHULUNANbHOMO) yNpaBneHus, yTBEP>KAeHHOr0 MOCTaHOBNEHNEM
MNpaBuTenbcTea Poccuinckot ®epepaunn o1 1 nona 2024 r. NO 900.

4MoanyHkT 21 nyHkTa 8 MonoxeHns o PCTIK Poccun.
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Poccumickon ®epepaunn, KoHctutyumorHHoro Cyna Poccuiickon ®epgepaumm, BepxosHoro Cyaa
Poccurickon Penepauin, a Takxke Ha MHPOPMALMOHHbIE CUCTeMbl FOCY1aPCTBEHHbIX OPraHoB,
OCYLLIECTBAAIOWIMX  pa3BedblBaTeNlbHYIO  ” KOHTPpa3BedblBaTENbHYIO  OeATeslbHOCTb,
MHMOPMALIMOHHbIE CUCTeMbl, obecrneymBatolIMe yrnpaBrieHe BOOPY)KEHWEeM, BOEHHOW U
cneuuanbHOM TeXHUKON.

Il. OpraHusaumsa peaTenbHOCTM NO 3awuTe WHdOpMaUUM U  ynpaBfieHWe [aHHOW
nesTenbHOCTbIO

13. Onepatop (obnagatenb MHMDOPMALNN) AOIHKEH OPraHM30BbIBaTb 0eATeNbHOCTb MO 3aliuTe
nHdopMaLnn 7 YNpaBnaTb eto B COOTBETCTBUMU
¢ TpeboBaHUaMM.

14. OpraHu3aumns LeaTenbHOCTM Mo 3alnTe MHPOPMALIMM AOIHKHA BKITOYATD:
a) pa3paboTKy 1 yTBEp)KAEHWE NONNTUKM 3aLWNTbI MHOPMaUMK, CoOAepyKaLLlei B TOM Yuche:

0bnacTb OencTBua MOMMUTUKKM, BKOYAsS nepedeHb MHGOPMaUMnM, MHDOPMALMOHHBIX CUCTEM,
KOMMOHEHTOB MH(OPMALMOHHO-TENEKOMMYHUKALMOHHOW  MHMPACTPYKTYPbl, MOAeXalLmMX
3allMTe B COOTBETCTBMM C TpeboBaHNsaMU;

uenn v 3aaydi 3alnThl I/IHCbOpMaLLI/II/I;
MPpUHUWMbI 3alTbI I/IHC*)OpMaLI,I/II/I;

nepeyHn OBBEKTOB 3alMTbl, BKIKOYAs MPOrpaMMHble, MPOrpaMMHO-anmnapaTHble CPencTsa,
MHMOPMALMOHHbIE  CUCTEMbI,  CeTM W nopaceTn, obpasywuwme  MHPOPMALUOHHO -
TeNeKOMMYHUKALVOHHYIO MHPACTPYKTYPY;

KaTeropum Jul, Y4acTBYWOLIMX B 3awmTe MHpoOpMaUMK, ux 06a3aHHOCTM (DYHKLUMM) 1
NOSTHOMOUMNA;

COCTaB OPraHV3alUMOHHOM CUCTEMbI YNPaBAeHUst AeATENbHOCTBIO MO 3aliuTe MHMOPMaLMn 1
CXeMy B3aMMOAENCTBIS ee 3/1eMeHTOB;

OTBETCTBEHHOCTb PabOTHMKOB 3a HapyleHne TpeboBaHMI O 3aumTe WHbOpPMaUMM U
yCTaHOBJEHHbIX ONepaTopoM (obagaTteneM MHpoOpMaLMm) NpaBu 06paboTKM MHDOPMALNN;

6) onpeaenexHune N, OTBETCTBEHHbIX 3a 3aLLUMTY MHpOpMaLMK;

B) MPUMEHeHWe MPOrpPaMMHbIX, MPOrpPaMMHO-aNMNapaTHbIX CPeACTB, MPeAHa3HaYeHHbIX 414
33Tl MHDOPMALMY;

r) paspaboTky 7 yTBEPXKIEHNE BHYTPEHHNX CTaHAapTOB
Mo 3alMTe MHDOPMALMK, COAEPIKALLMX B TOM YnCIIE:

TpeboBaHMs K MepBMYHOM MAeHTUdUKauMKM nnl, obnafjallimx npaBamm  OOCTyna K
MHMOPMALMOHHBIM CUCTEMAM U (MNK) cofepyKaLLencsa B HUX MHADOPMALIMK 1 UX NCMOJSIb30BaHMIO
(nanee — nosnb3oBaTenu);

TpeboBaHWs K MpUMeHsiEMbIM MOLENAM 0OCTYNa Nonb3oBaTenel;

nepeyeHb paspelleHHoro 1 (MnM) 3anpeleHHoro [A79  MCMOfb30BaHMA  MPOrPaMMHOro
obecneyeHns;

TpeboBaHMs K TWUMOBBIM KOHMUIYPALUMAM U HACTPOMKAM MNPOrpaMMHbIX, MPOrPaMMHO -
annapaTHbIX CPELCTB;

TpeboBaHWUd K KOHMUIypaLMaM U HaCTPOWKaM MPOrpaMMHbIX, MPOrpPaMMHO -annapaTHbIX
CpenCTB, NpeaHasHaYeHHbIX g obecrnedeHns OOCTyna nosb3osaTenei 13 MHPOPMaLVOHHbIX
cMcTeM K MHMOPMALMOHHO-TENEKOMMYHMKAUMOHHOM ceTn «/HTepHeT» (nanee — ceTb
«VIHTepHeT);
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TpeboBaHVa K KOHMUIypauMsM U HACTPOWMKaM MPOrpaMMHbIX, MPOrPaMMHO -annapaTHbIX
CPencTB, MNpefHasHadeHHbIX Ana obecnedyeHusd yaaneHHoro AoCTyna nofib3oBaTenen K
MHMOPMALMOHHBIM CUCTEMAM 1 COAEPXaLLencs B HMX MHMOPMaUMK, BKIoYaa TpeboBaHus K
obecneyeHnio 6e3onacHoO ANCTaHUMOHHON PaboTbl;

OrpaHmn4yeHnd M 3arpeTbl J:Lel\//ICTBl/IIZ A4 nosib3oBaTesnen npu MCMOJIb30BaHNIM
n obecneyeHumn SKCNAyaTaun M1 I/IHCIDOpMaLLI/lOHHbIX cancTem,

TpeboBaHMs K 3awmTe PU3MYECKUX 1 BUPTYasbHbIX YCTPOMCTB MHAOPMALMOHHBIX CUCTEM,
MMetoLLMX MOCTOSIHHbIN 00CTYyn K cetn «HTepHeT»
(Danee — KOHeYHble YCTPOCTBA);

Tpe6OBaHl/l9| K 3awnte MOBUNbHbIX yCTpOVICTB, NNaHWETHbIX, MepPeHOCHbIX KOMMbIOTEPOB,
npMMeHAeMbIX MONb30BaTeIAMKN OJ14 JOCTYMa K I/IHCbOpMaLLI/IOHHbIM cncreMam (38 MCKJTIOHeHneM

MOBUMBbHBIX YCTPOWICTB, npenHasHaYeHHbIX Jalpl= nocTyna
K caitaMm ceTh «VIHTepHeT» M WHbIM NybNnYHbIM Beb-pecypcam) (manee — MObUMbHbIE
YCTPOWNCTBA);

TpeboBaHMs K HeMPepbIBHOCTN (DYHKUMOHMPOBAHNS MHDOPMALMOHHBIX CUCTEM;

TpeboBaHWs K pe3epBHOMY KOMMPOBAHWIO MHMOPMaLMKM, NPOrPaMMHOro obecneyeHns 1 ero
KOHMUIYpaumii;

TpeboBaHNs K cbopy, permcTpaumm 7 aHanusy CobbITUN, CBSA3aHHbIX
C BO3MOXXHbIM HapylleHneM 6e30MacHOCTN MHpOPMaUMK, HapyleHneM dYHKUMOHNPOBAHMS
MHMOPMALMOHHbBIX CUCTEM, peann3aumert yrpo3 besonacHocTu nHdopMaumm (aanee — cobbiTus
6e3onacHoOCT);

TpeboBaHMs K 3almTe MHMDOPMALMM NPU NOAKIIOUYEHNN K MHEOPMALMOHHBIM CUCTEMAM MHbIX
MHPOPMALMOHHDBIX CUCTeM, BKJtouasd TpeboBaHMA K KaHanam nepefaudyt [LaHHbIX Mpu
B3aMMOLENCTBIN C TaKMMU MHPOPMALMOHHbBIMU CUCTEMaMU;

1) pa3paboTky W yTBEep)KAeHWe BHYTPEeHHWX perfiameHToB Mo 3aluTe KHdopMaumn,
cofepxaLymx B TOM Yuchne:

NOPSIAOK CO3AAHNS, yYeTa, U3MeHeHMs 1 ONOKMPOBAHMS, KOHTPONS, YAANeHNs y4eTHbIX 3anmncei;

MNOPSAOK  CO3daHMs,  y4YeTa, W3MeHeHWs U OJIOKMPOBAHMS,  KOHTPONS,  YAAneHus
NPVBUNErMPOBAHHbIX YYEeTHbIX 3anucel;

NOPSAOK CO3[aHUs, M3MEHEeHWs, BNIOKMPOBAHWS, KOHTPONS, YAaneHusa ayTeHTUMUKALVOHHOM
MHMOPMALUU 1 CPEACTB ayTeHTUMDMKALMY;

nopsaokK npenocTaBneHuns NONb30BaTeNAM yA3NEeHHOro L0CTYyMa
K MH(OPMALMOHHBIM CUCTEMAM U COEPIKALLENCS B HUX MHDOPMaLMK;

NOPSAOK 1 YCIOBUSE MPeaoCTaBfeHns paboTHWKAM MNOAPSAHbBIX OpraHM3auMin AocTyna K
MHMOPMALMOHHBIM CUCTEMAM, COAEepyKallencs B HUX MHdopMauuu, 1 (Mnun) nepenayn mm
MHOpPMaUMK, KOHTPONS 3a TakMM AOCTYMNoOM, nepedadell B cyiydae npuBnedeHus noapsaHbIx
opraHusauuni;

NopPANOK NpefocTaBeHrs PaboTHMKAM NHbIX FOCYAPCTBEHHbBIX OPraHOB, OPraHM3aLmMii [OCTyna
K MHDOPMAUMOHHBIM CUCTEMAM, COAEPXKaLLencs B HUX MHdopMauuu u (Mnun) nepemaym um
MHOPMaUMM 1 KOHTPONS 33 TakMMK [OCTYNOM, nepepadelt (B cnydae MHMDOPMALMOHHOIO
B3aMMOLENCTBMNS C MHbIMUN FOCYJAaPCTBEHHBIMM OPraHaMu, OpraHM3aunaMu);

nopAanoK npedocCTtaBlieHnd MOoJib30BaTeNndM OOCTyrMa M3 I/IHCbOpMaLI,l/IOHHbIX cncrteMm B CeTb
(<|/|HTepHeT>> N KOHTPOJIA ee MCMOJ1Ib30BaHNA;

NOPSANOK MOBbIWIEHNSA YPOBHS 3HAHUIA 1 MHOPMMPOBAHHOCTI MOMb30BaTeNel No BOMpocam
3aWUTbl MHDOPMALNY;
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NOopAAO0K BbIABIEHNA, OLEeHKN N YCTPaHeHNA yFBBI/]MOCTel\/JI I/IHdZ)OpMaLI,l/IOHHbIX cancTem (ﬂ,aﬂee —
yrnpaBJjieHne y93Bl/IMOCTS:IMI/I);

NOPAOOK MONyYeHWs, OLEHKW, TeCTUPOBAHUS 1 MPUMEeHeHUs OOHOBMEHUI MPOrpaMMHbIX,
NporpaMMHO-anmnapaTHbIX CPeACTB (fanee — ynpaBneHne 06HOBEHUAMM);

NopsaoK 06paboTKM, XpaHeHNs 1 0bpallleHNs ¢ MHOoPMaUMe OrpaHMYeHHOro AoCTyna;
nopsaoK obecneyeHns gprsnyeckor 3aWmTbl MHPOPMALMOHHbIX CUCTEM;

NopsAoK  pa3paboTky  6e30macHoro MporpaMMHOro obecrnedeHus ° B Clydae ero
CaMOCTOATENbHOM pa3paboTKky onepaTopoM (obfafatenem nHpopmaumm);

nopAadoK BbiBOJda B KOHTYP I'IpOMbILIJJ'IQHHOf/] SKCMyaTaunlnm CcepBMCOB, OOCTYMN K KOTOPbIM
aHVeM ceTn ((MHTepHeT», B CJlydae Halin4na TaKmMx CepBUCOB;

NopPSA0K MOHUTOPUHIA MHOPMaLMOHHOW 6e30MacHOCTU® MHPOPMALMOHHbIX CUCTEM;

nopAagoK BOCCTaHOBJIEHMA  LWITATHOIO beHKLLI/IOHI/IpOBaHl/Iﬂ I/IHCbOpMaLI,I/IOHHbIX cancrteMm n
TEeCTNPOBaHNA NMpPpoLeCCoOB BOCCTaHOBJIEHNA;

NopsIAOK KOHTPOSA YPOBHS 3aLUMLLEHHOCTY vHdpopMaLmm, colepKalLelics
B MH(POPMALMOHHbIX CUCTEMAX;

e) BblaesieHne OpraHn3aUMOHHbIX, TEXHUYECKNX U MHbIX PECYPCOB, HEODXOAMMbBIX ANS 3aWMThI
nHdpopmaumm.

15.TMpn  paspaboTke MOANTUKMA  3aWMTbl  MHGOPMaUMM  AOSHKHbI  YYUTbIBATbCS  BCE
MHMOPMALMOHHbIE CUCTEMbI orepaTopa (obnafaTens nHgopMaumm), a Takyke MHPOPMALUOHHO -
TeNeKOMMYHUKALMOHHAs MHDPACTPYKTYPA, eC/N MHPOPMAUMOHHbBIE CUCTEMbBI (DYHKUMOHMPYIOT
Ha 6a3e WMHDOPMAUNOHHO-TENEKOMMYHNKALUMOHHOW WMHMPACTPYKTYpbl. [lonnTuka 3awmTbl
MHMOPMALIMK YTBEPXKOAETCS pyKoBoAMTENeM onepaTopa (obnapatens uHdopMauum) mnm
YMOSHOMOYEHHBIM pyKOBOAMTENEeM onepaTtopa (obnagatens vHpopmaumm) nMuom (ganee —
OTBETCTBEHHOE N1L0) M 0693aTeNbHa ANS UCNONHEeHNs BceMu noapasaeneHmamu (paboTHUKaMK)
onepaTopa (0bnagatena MHpoOpPMaLMM) B 4aCTU, MX KacatoLLelcs.

16. OpraHn3aummn, KOTOpbIM MNPefoCTaBAAeTCss [OOCTYN K  WMH(POPMAUMOHHBIM — CMCTEMaM
onepaTopa (obnamatens wMHdOpPMauUUKM) U (MNK) comepyKallencs B HUX WHMOPMALUKU ANS
OKasaHWs ycnyr, npoBefeHuss paboT no obpaboTke, XpaHeHMO WHMOPMaLMKM, CO34AHMIO
(pa3BuKTLIO), ObecneyeHMto IKCNAyaTaUMmM MHPOPMALMOHHbBIX CUCTEM, @ TaKKe A5 BbINMOIHEH S
paboT, oKazaHma ycayr no 3awmnTe nHpopmauny (fanee — noapsaHble OpraHu3aumm), OKHbI
ObITb 03HAKOMJIIEHbI C MOIUTUKOM 3aLLUMTbI MHPOPMALMM B HACTU, X KACAIOLLLEICS.

O643aHHOCTb NOAPSAHON OpraHM3auMu Mo BbIMOMHEHWUID MOMUTUKL 3alMTbl MHOPMaLUK
L0M1XKHa BbITb onpefeneHa B OKyMeHTax onepatopa (0bnanatens nHopMaumm), Ha OCHOBaHNUY
KOTOPbIX B TOM YnCne nepeaaeTcs MHopMaums, npeaocTaBnseTcs 4OCTYN K MHPOPMALMOHHbIM
cncTemMam onepaTopa (0bnagatens MHMOPMaL M) UV COAEPIKALLENCS B HUX MHDOPMaL N,

17. 3awmnTy vHdopMaLMK OOMKEeH OpraHM30BbIBaTb PYKOBOAMTENb onepaTopa (obnagatens
MHMOPMALMK) NN MO ro PeLleHnto 0TBETCTBEHHOe NULIO.

> [MyHKT 3.2 HaumoHanbHoro ctanaapta Poccuiickon ®enepaumm FTOCT P 56939-2024 «3awmTta nHdopMaumu.
Pa3paboTka 6e3onacHoro nporpaMmHoro obecnederus. Obuime TpeboBaHUA», yTBEPIKAEHHOO 1 BBEAEHHOMO B
neicTBme npukasom PocctangapTa ot 24 oktabpa 2024 1. NO 1504 -c1 (M., ®IBY «PCT», 2024) (nanee —
FOCT P 56939-2024).

6 [MyHKT 3.7 HaumoHanbHoro ctaHaapTa Poccurickon ®epepaumnm TOCT P 59547-2021 «3awmnTa nHdopmaumm.
MOHUTOPUHI MHOPMaLMOHHOM be3onacHocTM. ObLiMe NONOXKEeHNA», YTBEPXKOAEHHOIO 1 BBEEHHOIO B
nencTeue npukasoM Pocctanpapta ot 27 miona 2021 . NO 656-cT (M., ®IBY «PCT», 2021) (nanee — FOCT P
59547-2021).
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18. Obda3aHHOCTM  (PyHKUMM) WM MOMHOMOYMSA OTBETCTBEHHOrO /MuUa MO OpraHu3aummn
NeAaTenbHOCTN Mo 3almTe MHOopMaumMK, yrnpaBneHnio 3almMTor MHMOPMaLNUK, a Takxke rMo
OpraHM3auUMK KOHTPOSS 33 [AHHOM AesTenbHOCTbio Y onepaTopa (obnagatens nHdopmaumm)
JIO/MKHbI BbITb BKITtOUEHbI B AOMKHOCTHbIE 0643aHHOCTL (TPYaoBble DYHKLMNM) OTBETCTBEHHOMO
nvua. CoctaB obazaHHocTel (DYHKUMIA) 11 MOMHOMOYMA OTBETCTBEHHOMO NLA JOMKeH bbiTb
NOCTaToOYeH A OpraHM3auMn OesTenbHOCTM Mo 3almTe MHDOPMaUMM 1 ynpaBfieHusa 3ToWn
NeATenbHOCTbIO B COOTBETCTBUM C TpeboBaHUAMN, @ TakKe OpraHm3aLmy KOHTPONS 3a AaHHOM
NeATeNbHOCTbIO Y onepaTopa (0bnagatens MHdopMaumm).

19. PykoBoauTens onepatopa (obnagatens MHbOpMauMKM), OTBETCTBEHHOE MU0 OOSXKHbI
co3maTb (onpeaenuTb) CTPYKTYpHOE NoapasaeneHie nnm HazHadyaeT oTaeNbHbIX CreuvanmcTos,
Ha KOTOPbIX BO3MaratTcs 0643aHHOCTM (pyHKUMKM) MO 3awmTe MHbopMaumn (nanee —
CTPYKTYpHOE nofpa3sneneHue (cneumnanicTbl) no 3awmre MHhopMaumn).

DYHKUMM U TIONTHOMOYNS MO 3alMTe MHAPOPMaLMK CTPYKTYPHOrO nMoapasaeneHnsa no 3awmTre
MHMOPMALMKM  ONPeaenatoTCa B MOJIOXEHWUM O CTPYKTYPHOM MoApasfeneHu nnm MHOM
NOKYMeHTe, B COOTBETCTBUM C KOTOPbIM (DYHKUMOHMPYET CTPYKTYpHOe nonpasaenexve ’ .
O6s3aHHOCTU  (DYHKUMKM) M NONHOMOYMA  CMeumaniucToB Mo 3aliuTe MHdopMaumm mno
NPOBENEeHUID MeponpuaTUA U MPUHATUIO Mep MO 3almTe MHMOPMaUMM  JOSHKHbI BbiTb
YCTaHOBJEHbl B X OOJHKHOCTHbIX 0693aHHOCTAX (TPYA0BbIX dYyHKUMAX). CocTaB 0ba3aHHOCTeN
(DYHKUMIM) M NOMHOMOYMM MO  3alMTe MHPOPMAUMKM  CTPYKTYPHOrO MnofpasfeneHuns
(cneumanucToB) Mo 3awmTe MHQOPMaUMM OOMKeH OblTb [OOCTaTOYeH ANns MpoBeaeHus
MepPOoNPUATUIA 1N MPUHATUS Mep MO 3aLMTe MHDPOPMALMIN B COOTBETCTBIUN C T peboBaHNaMU.

B cnyyae Hannuua y onepaTopa (obnagatens MHMopMaummn) CTPYKTYPHOro nNoapasaenerus, Ha
KOTOpOe BO3/0XKeHbl pyHKUMUM Mo obecrneyeHnto MHMDOPMALMOHHOM be3zonacHocTn &, 3aumTa
MHOPMaLMM MOXKET OblTb BO3MIOXKEHA Ha YKa3aHHOe nofApasaeneHue.

20. PaboTHMKM CTPYKTYPHOrO NoApasaesneHns (CneumanmcTbl) No 3awmte MHMOPMALMY AOKHbI
obnajatb KOMMEeTeHUMSIMY, HeobXOoAMMbIMW AN BbINOMHEHUS BO3MOXEHHbIX Ha  HUX
obg3aHHOCTel (dbyHKLMIA) no 3aumTe MHbOpMaLMK
B COOTBETCTBMM C TpeboBaHuamu. He meHee 30 MNpoOLEHTOB pabOTHMKOB CTPYKTYPHOMO
noapasfeneHns no 3amTe MHDOPMaLMN AOIHKHBI UMETb NpodeccMoHanbHoe obpa3oBaHme No
CneumanbHOCTV UM HaNpaBieHWIO MOArOTOBKM B 06M1acTV MHAPOPMALMOHHOM 6e30MacHoCTH
UM NpouTK obydeHne Mo nporpaMme MNpodeccroHanbHOM MNepenoaroToBKM B 061acTy
MHMOPMALIMOHHOM 6Ee30MacHOCTY.

21. CTpykTypHOE noapasgeneHue (CneumanucTbl) No 3awmTe MHDOPMaLNN OOMXKHO ([0KHbI)
obecneynBaTb 3aWUTY MHPOPMaLMM BO B3aUMOAENCTBMM C NofapasaeneHnsmMm (paboTHKamu),
NCNOMb3YIOWNMKU  MHDOPMALMOHHbBIE  CUCTeMbl, W noapasfaeneHnaMu  (paboTHMKaMu),
obecneynBatoLLIMMK SKCMYaTaL MO MHDOPMALMOHHBIX CUCTEM.

22.MonpasneneHns (paboTHMKK), McCNonb3ylolMe WHDOPMALMOHHbBIE CUCTEMbI, OOSKHbI
y4acTBOBATb B MPOBEAEHNN MEPONPUATUI N MPUHATIK Mep Mo 3aLUuTe MHopMaLMn B obbeme,
yCTaHOBMIEHHOM ornepaTopoM (obnapaTtenem MHMQOPMaUMKM) BO BHYTPEHHMX CTaHOapTax W
perfaMeHTax rno 3aumTe MHdopMaLumu.

Monpa3sgeneHus, obecneurBatolimMe IKCMYaTaUMIO  MHMDOPMALMOHHBIX  CUCTEM, [OSHKHbI
NPOBOANTb MEPOMPUSTAS U MPUHMMATb MEPbI MO 3aLUMTe MHOPMaLMK B XO4e CONMPOBOXAEHMS,
00CNY)KMBaHWA MHPOPMALMOHHbBIX CUCTEM, MOCTABKM KOMMAEKTYIOWMX 1 UHbIX BUAOB PaboT Mo
aKCnAyaTauMm  MHAPOPMALMOHHBIX  CMCTeM B 0obbeme, YCTAaHOBMIEHHOM  OMepaTopoM

7 TunoBoe NoSIoXKeHne 0 CTPYKTYPHOM Noapa3aeneHmy opraHa (opraHmsaumm), obecneymBatoLem
MHOPMaLMOHHYI0 6e30MacHOCTb opraHa (opraHusaunm), yTBepykaeHHoe nocTaHoBeHreM [1paBnTenbCTBa
Poccurickon @epepaumm ot 15 nona 2022 . NO 1272.

8 MoanyHKT «6» nyHkTa 1 YKasa lNMpe3naeHTta Poccuiickoit @enepaumn ot 1 masa 2022 1. N© 250 «O
JOMNONHUTENbHBIX Mepax No obecneyeHuto MHOPMaUUOHHOM Be3onacHocTu Poccuiickoit Denepaunny.
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(cbnapateneM wuHgOpPMaLMM) BO BHYTPEHHWX CTaHOApTax W pernameHTax no 3awuTe
nHdpopmaumu.

23. CTpYKTypHbIM MofpasfenexHvieM (crneunannctamu) Mo 3alimte MHMOPMaUMM  AOSKHbI
NPUMEHATLCS MPOrpaMMHbIe, MPOrPaMMHO-anmnapaTHble CPeacTBa, NO3BONSIOLWMe 0becneunTb
BbIMOJIHEHME BO3/IOXKEHHbBIX HA HUX 06s13aHHOCTeN (pyHKLMI) NO 3alimTe nHpopMaumm, B TOM
yuncne no BbISBAEHWIO Yrpo3 6€30MacHOCTN MHPOPMALIMKM, OBHAPYXKEHMIO 1 NPeaoTBPaLLEHWIO
BTOPXKEHWI, NPOBEAEeHWIO KOHTPOMS YPOBHS 3aLLMLLEHHOCTM MHDOPMaUWKM, CoOAepyKaLLelics B
MHOPMALMOHHbIX cncTema, MOHUTOPUHIY MH(OPMaLMOHHOM 6e3onacHoCTK
MHPOPMALMOHHBIX CUCTEM, BbISIBIIEHWNIO YS3BMMOCTEN, KOHTPOSIO HACTPOEK U KOHUIypaumii
MHPOPMALUMOHHBIX CUCTEM, a TakXke CpeacTBa W CUCTeMbl, MpefHa3HauYeHHble Ang
aBTOMATM3aUMMN N AaHANUTUYECKON NOLAEPIKKM AeATENbHOCTH MO 3alumnTe nHdopMaumn.

CocTaB MnporpaMMHbIX, MPOrpaMMHO-anMnapaTHbIX CPEeACTB, HEObXOAMMBbIX CTPYKTYPHOMY
nofpasaeneHunio (cneumanmcrTam) no 3awmTe MHdopMaumm 419 BbINOSHEHW BO3/IOXKEeHHbIX Ha
HUX 0bdA3aHHOCTelN (DYHKUMI), onpenensdeTca BO BHYTPEHHUX CTaHOApTax W perfameHTax mno
3aWmTe MHpopMaumu.

24. Ins npoBefeHNs MeponpuaTUii U NPUHATUA Mep Mo 3aliuTe MHopMaLUM onepaTopoM
(obnapaTteneM MHpOPMaLMM) MOTyT MPUBNEKaTbCA OpraHM3aluyi, MMelollMe NNUEH3NIo Ha
NeATenbHOCTb MO TeXHUYECKOoW 3alimTe KOoHMUAeHUManbHoW WHpopmaumn ° (nanee —
cneuvanu3npoBaHHble  opraHmsaumu). CocTaB  MNPOBOAMMbBIX  CMeUMann3vpoBaHHbIMK
OpraHM3auMsaMu  MepomnpuaTUi 1 MPUHMMAEMbIX MMK  Mep No  3awmte  MHdOpMaumK,
MCMOJb3yeMbIX MPU 3TOM NMPOrPaAMMHbIX, MPOrPaMMHO -annapaTHbIX CPeACTB, NPeAHa3HAYEHHbIX
ANS  3aWMTbl  MHMOPMaUMK, onpefenseTca onepaTopoM (obnagatenem  uHdopMaumm).
PaboTHMKM CTPYKTYPHOro noapasaeneHns (CneumanicTbl) No 3amTe MHDOPMaLMK onepaTopa
(obnapgaTens MHdboOpMauMn) AOMHKHBI NPUBAEKATLCA K MpUEMKEe pe3ysibTaToB PaboT u ycayr,
BbINOJIHAEeMbIX (OKa3biBaeMbix) Creuman3npoBaHHbIMU OPraHn3aUMaMU,

25. OnepaTopom (obnapatenem MHpOpMaLMK) JLOMKHbI ObITb pa3paboTaHbl
W yTBEPXKOEHDI:

BHYTPEeHHMe CTaHdapTbl MO 3aLMTe HdopMaLnu, ycTaHaBAMBatoLLe TpeboBaHWd K peannsaumm
Mep no 3awmTe MHdopMaLmK NPUMEHNTENbHO
K 0COBEHHOCTAM LeaTeNbHOCTH onepaTtopa (obnapaTtend NHMOPMaLIMM)
1 DYHKLUMOHNPOBAHNA MHDOPMALIMOHHbBIX CUCTEM;

BHYTPEHHME persiamMeHTbl Mo 3awmTe MHOPMaLMM, comdepyKaline MopsaoK MNpoBeAeHUs
MeponpuaATUA  UAM  OMWCAHME  peann3yemblx MPOLeccoB no  3auuTe  MHoOpMaLuu
NPVYMEHUTENbHO K OCOBEHHOCTSM AedATenbHOCTU onepaTopa (obnapmatens vHopmaumm) u
DYHKUMOHNPOBAHUSA MHDOPMALMOHHBIX CUCTEM.

BHyTpeHHMe CTaHaapThl 1 pernamMeHTbl Mo 3aLnTe MHOpPMaLUn YTBEPXKAAIOTCH PYKOBOAMUTENEM
onepaTopa (0bnagatena MHMOPMaLMIL) UV OTBETCTBEHHbBIM JIULIOM,

Obnactb [eNCTBUA BHYTPEHHUX CTAaHOAPTOB W PErfiaMeHToB Mo  3almte MHMOPMaLnK
onpenensaeTcs onepatopom (obnagatenem nHbopmaunn).

26. BHyTpeHHMe cTaHOapTbl M pernameHTbl MNo  3awmTe MHMOPMaUMM  O0BOAATCA [0
nonb3oBaTenen, a Takxke NoApsAHbIX OPraHn3aL i B 4acTK, MX KacatoLencs.

BHyTpeHHMEe cTaHAapTbl M pernameHTbl MO 3aluTe MHPOPMaUMUM MOANEXAT WCMOSHEHMIO
NOJSIb30BaTENAMM B HACTU, X KacatoLLencs.

9 MyHkT 5 yactn 1 ctatbum 12 @epepansHoro 3akoHa oT 4 Maa 2011 1. NO 99-d3 «O nuueH3npoBaHNn OTAebHbIX
BUOOB OEATENIbHOCTUY.
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Ob643aHHOCTb  MOAPSIAHOM  OpraHv3auMy MO BbIMOSHEHUIO BHYTPEHHWX CTaHOAPTOB U
pernamMeHToB Mo 3aWmTe MHPOPMaUMN AOMKHA ObiTb OnpedeneHa B AOKYMEHTax ornepaTopa
(obnapatens), Ha OCHOBaHMKM KOTOPbLIX MepefaeTcs MHPOPMaLMS, NPeaoCTaBAseTcs 4OCTyN K
MHOPMaLMOHHbBIM CCTeMaM onepaTopa (obnagaTens MHPOPMALMM) NN COAEPIKALLENCS B HUX
nHdpopmaumu.

27. CTpyKTypHOe noapasgeneHue (CneumanucTbl) No 3awmte MHDOPMaUMM JOMKHO (ONXKHbI)
paspabaTbiBaTb M NPencTaBnaTb PyKOBOAMTENO onepatopa (obnagatens MHbopMaumm),
OTBETCTBEHHOMY ULy 0BOCHOBaHHbIE MPEeANOXEeHWA MO OpPraHM3aLMOHHbIM, MaTepuasibHO -
TEXHWYECKMM U1 WHbIM OobecrneuynBalolIMM  pecypcaM, HeobXxofuMbIM  [ONg  MNPOBeAeHUS
MepPONPUATUIA U MPUHATUS Mep MO 3aLUmMTe MHDOPMALNN, C YKa3aHMEM CBEeHNN O LieNax 3aLMTbl
MHOpPMaUMK, Ha AOCTVIKEHME KOTOPbIX TPebyoTCca pecypcbl, U MNepedHs HeraTuBHbIX
nocnencTBuii  (CobbITUM), HACTymieHre KOTOPbIX MPOrHO3UPYyeTCca B Crlydae OTCYTCTBUS
pecypcos.

PykoBoguTens onepatopa (obnagatens MHpOPMauMKM), OTBETCTBEHHOE JMLO Ha OCHOBe
NPencTaBneHHbIX MNPeaIoKeHUA 1 B Npefenax WMeWnXca CpeacTB npedycMaTpuBaeT
BblAeneHne OpPraHM3alMoHHbIX, MAaTePUANbHO-TEXHNYECKIMX 1 MHbIX 0beCcneyrBatoLLMX pecypcoB
ANs1 NpOBefeHNs MeponpuUsTUA 1 NPUHATUS Mep MO 3alimMTe MHPOPMaLMK, NpUBAeYEHUs Npu
HeobxoaMMoCTM LOMOSTHUTENbHbIX cnn
M CPeiCTB ANs 3alMTbl MHMOPMAUMM B COOTBETCTBMM C TpeboBaHWAMKM Ha BCex 3Tanax
YKN3HEHHOTO LIMKIA MHPOPMALMOHHbIX CUCTEM.

28. YnpaBneHne OeATeIbHOCTBIO MO 3alinTe MHPOPMALMM LOMKHO OCYLLECTBASTLCS B PAMKAX
DYHKLUMOHMPYIOLLEN OPraHM3aLUMOHHON CUCTeMbl YMpaBeH s, BO3raBsieMolr pyKoBoANTeNeM
onepaTopa (obnagatend WHMOPMALUKM) WM MO ero pelleHUto OTBEeTCTBEHHbBIM  JMLOM.
YnpaBfeHve aeaTenbHOCTbIO MO 3almMTe MHDOPMALIMM AOSHKHO BKAOYATD!

a) pa3paboTKy 1 NNaHMPOBaHWE MepPONPUATUIA U Mep MO 3aLnTe MHPOPMALLMY;
6) NpoBefeHne MepONpPUATUI 1 MPUHATME Mep MO 3aLLUMTe MHOPMaLUK;
B) NpOBeeHNe OLEHKM COCTOSIHMA 3aLLMTbl MHOPMAUMK;

r) COBEpPLUEHCTBOBaHME MEPOMNPUATNIA 1 Mep MO 3almTe MHAOPMALUKL.

29. MNpw pa3paboTke 1 NNAHMPOBAHUN MEPOMPUSATII 1 Mep MO 3alnTe MHPOPMALMM OOSKHbI
ObITb:

a) onpegeneHbl CObbITUS B MHPOPMALMOHHbBIX CUCTEMAX, HACTYMEeHNE KOTOPbIX MOXXeT MPUBECTH
K HapyLUeH Mo uene 33T nHdpopMaumu, YCTaHOBJIEHHbIX
B MONUTUKE 3aLLMTbI MHOPMaLNN;

6) onpeneneHbl  MHMOPMALMOHHbIE  CUCTeMbl, MPOrpPaMMHble, MPOrpPaMMHO-annapaTHble
CPenCTBa, HECAHKLMOHMPOBAHHbIN AOCTYN K KOTOPbIM 1 (MN11) BO3OENCTBME Ha KOTOPble MOryT
NPUBECTU K HapyLeHWto uenen 3aWmTbl MHPOPMaLMK, YCTAHOBEHHbIX B MOJUTUKE 3aLUMThI
nHdpopmauny;

B) BbIiBJIEHbI U1 OLleHEeHbl Yrpo3bl 6€30MacHOCTU MHOPMaUMN, peanm3aums (BO3HMKHOBEHNE)
KOTOPbIX MOXXET MPUBECTM K HapylleHWto Lener 3aWmTbl MHOPMaLnK, YCTAaHOBNEHHbIX B
NOSIUTYKE 3aLLUTbl MHDOPMaLIMK (fanee — yrpo3bl 6e30nacHOCTY MHdopMaLIMKY);

r) onpefeneHbl COCTaB M CPOKWM MPOBEAEHUS MeponpuaTUiA U MPUHATUS Mep Mo 3auliuTe
MHOPMaLMM 1 OLLEHEHbI HEOBXOAMMbIe A1S1 STOro pecypchbl.

30. lMpoBoaMMble MEPONPUATUS 1 NMPUHUMAEMbIe Mepbl MO 3alMTe MHPOPMALUMMN JOIKHbI ObITh
HanpaBeHbl Ha BIOKMPOBaHKMe (HeNTpanM3aunio) akTyanbHbIX NS MHPOPMALMOHHON CUCTEMD
yrpo3 6e3omnacHoCcTV MHopMaUMn (Ianee — akTyasnbHble Yrpo3bl) B COOTBETCTBUM C LENSMU
3alLUMTbl MHDOPMALMK, ONpefeneHHbIMY B MOIUTIKE 3aWnTbl MHOpMaLmK.
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B 3aB1cMMOCTM OT Lenelt 3aWmTbl MHDOPMaUMN MEPONPUATIS 1 Mepbl MO 3aLMTe MHDOPMaLIMK
JIO/MKHbI BbITb HaMpaBeHbl Ha:

a) UCKITloYeHVe yTeukn MHOopMaUMM OrpaHMYeHHoro JOCTyna M MHOWM KOHUAEHLMaNbHOM
NHDOPMaLUK;

6) NpenoTBpalleHe HeCaHKUMOHMPOBAHHOIO [OCTyMa K MWMHMOPMAUMOHHBIM CUCTEMAM U
CollepyKaLLEencs B HUX MHopMaL MK, obHapy»eHe akToB HeCaHKLMOHNMPOBAHHOIO AOCTYNa U
pearvpoBaHye Ha HUX;

B) NpeaoTBpalleHne HeCaHKUMOHWPOBAHHOW MoaudUKaumMm  MHpOPMaUMK, ObHapyXKeHue
(DaKTOB HECAHKLIMOHMPOBAHHOW MOANMDMKALIMYM U pearnpoBaHme Ha HIX;

F) npenorBpalleHne HeCaHKLLMOHMpOBaHHOM noaMeHbl I/IHdZ)OpMaLI,I/II/I, o6Hapy>KeH|/|e CbaKTOB
HecaHKLLI/IOHI/IpOBaHHOIZ noaMeHbl N pearMpoBaHne Ha HUX;

1) NpefoTBpaLleHe HeCaHKLUMOHMPOBAHHOMO yoaneHns WHMOPMaLUU 1M NPOrpaMMHOro
obecneyeHns, obHapy)KeHne HaKTOB HECaHKLMOHNMPOBAHHOIO yaaneHns 1 pearnpoBaHve Ha
HIX;

e) UCKNIoYeHe 1K CyULeCTBEHHOEe 3aTpyAHeHVe 0TKa3a B OBCNY)XMBaHMM aBTOPU30BAHHbIM
NoNb30BaTENAM MHPOPMALMOHHBIX CUCTEM;

) HefoMyLleHne  KCMoMb30BaHMA  MHMDOPMALMOHHBIX CUCTEM U1 COOepyKallencs B HUX
MHOPMALUMK HE NO HA3HAYEHMIO;

3) UCKIOYEHNe UM CYLLEeCTBEHHOe  3aTpydHeHue  HapyleHns  dyHKUMOHMPOBaHWS
(paboTocnocobHOCTH) MHDOPMALMOHHBIX CUCTEM;

M) HefonylleHe  pPacnpoCTpaHeHUs  C  WCMOJSIb30BaHMEM  MHMOPMALMOHHBIX — CUCTEM
NpOTMBOMNPaBHOW NHDOPMALNN;

K) obecrneyeHe BO3MOXXHOCTN BOCCTAHOBSIEHNSI B YCTAaHOBEHHble onepaTopoM (obnanatenem
MHgOpPMaLMK) CPOKM AOCTYMNa aBTOPU30BAHHbIX MONb30BaTeNel K MHPOPMALMOHHBIM CUCTEMAM
M cofepkallenca B HUX MHDOpMaLMKM, 3abIOKMPOBAHHOW BCNEACTBME  peann3aumm
(BO3HMKHOBEHMS) yrpo3 6e3onacHoOCTY HdopMaLmy;

n) obecneyeHne BO3IMOXHOCTM BOCCTAHOBIIEHNSI B YCTAHOBEHHbIE OnepaTopoM (obnagatenem
nHdopMaunm) Cpokn KHMOPMaUMKM, MOAUPUUMPOBAHHOM UM YHUUTOXKEHHOW BCNEACTBME
peanu3auum (BO3HUKHOBEHMS) yrpo3 6e30MacHOCTU MHDOPMALNN.

31. OueHKa CoCTOAHMS 3alMTbl MHPOPMALMIN AOMXKHA MPOBOANTLCA Ha OCHOBE OrpefesieHus
onepaTopoM (obnamatenemM nHdgopMaumm):

a) NoKasaTens, xapakTepusyloLero Tekyllee COCTOAHME 3alinTbl MHOPMaLMK oT 6a3oBoro
YPOBHS yrpo3 6e3onacHoCT MHopMau MK (lanee — nokasaTesb 3almieHHocTr Ksy);

6) NokasaTend, KOTOpbIA onpeaendeT [OOCTAaTOYHOCTb U 3DPEKTUBHOCTb MpoBedeHNs
MepOonpuaATUIA NO 3aLUMTe MHpOPMaLMK (fanee — nokasaTesnb YPOBHSA 3penocTy [s,).

[na onpenenenns 3Ha4eHWM 1 pacyeTa NoKasaTend 3almileHHoCTH Ky, 1 moKa3aTens ypoBHS
3penocT 5, OMKHbI NIPUMEHSATLCH MeToAMYEeCcKMe OOKYMeHTbI, yTBepxxaeHHble DCTIK Poccum
B COOTBETCTBMM C ab3aleM BTOpbIM NMyHKTa 5 1 noanyHkToM 4 nyHkTa 8 MNonoykeHns o PCTIK
Poccuu (manee — metoamyeckme gokymeHTol @CTIK Poccum).

32. PacyeT 1 oueHka nokasatensa 3awmuieHHocTn Ki, OOMKHbl MPOBOAMTBHCA OMepaTopoM
(obnapaTteneMm MHgOpPMaLMM) He peXke OAHOro pasa B LIeCTb MecaleB. PacdeT M oueHKa
nokasatens YypoBHA 3penoctu 1y, OOMKHBI MPOBOAMTBHCS OmnepaTopoM (obnagatenem
MHMOPMALIMK) HE pexke OAHOMO pasa B [1Ba rofa.

O NOJIydeHHbIX MO pe3y/ibTaTaM OUeHKM 3Ha4deHWAX [MOoKa3aTend 3allnileHHOCTH Ko U
MOoKa3aTelld YpOBHA 3pesioCTu ., B Cllydae MX HeCcooTBeTCTBMA HOPMNPOBAHHDBIM 3HAYEHUAM,
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YKa3aHHbIM B MeToanyecknx fokymeHTax @CTIK Poccum, B TedeHne 3 KafeH4apHbIX HEl CO AHS
3aBepLUeHNs TaKOM OUEHKM UHPOPMUPYETCS PYKOBOAMTENb orepaTopa (obnapatend
MHOPMaUMK) ANS NPUHATUS PELUEHNst O NPOBeAEeHMM MEPONPUSATUIA MO COBEPLUEHCTBOBAHMIO
3aLUMTBl MHOPMALMK 1 NPUHATUM MEP MO MOBbIWEHNIO YPOBHS 3aLLUMLLEHHOCTH HpOpMaumK,
colepyKallenics B MHDOPMALMOHHBIX CUCTEMAX.

Pe3ynbTaTbl OLEHKM NoKa3aTens 3anieHHocTH Ks, 1 nokasaTens ypoBHs 3penocTu s, B CPOK
He no3gHee 5 paboumx OHeEW Mocne OHS WX pacyeTa [LOJKHbl HANpPaBAATbCS OMepaTopoM
(obnapatenem mHdopmaumm) B @CTIK Poccumn B Lensx MOHUTOPUHIA TEKYLLEro COCTOAHMS
TEeXHWYeCKOM 3alWmTbl MHPOPMALMN 1 OLEHKM SPDEKTUBHOCTY AeATENBHOCTM MO TeXHUYECKOM
3aumTe nHpopmaumm',

33. o pelueHuto pykoBoauTeNs onepaTopa (0bnagatens nHopMaLmm), OTBETCTBEHHOMO NNLLA
CTPYKTYPHbIM MoOApasfeneHnem (cneumanuctammn) no 3awmte WHMOPMaLMM C y4acTUeM
noapasfeneHnii (paboTHUKOB), MCMOMb3YOLMX MHPOPMALMOHHbBIE CUCTEMbI, MOAPA3AENeHU
(paboTHMKOB), 0becneumBatoLLMX SKCMIyaTaLMIO MHPOPMALUMOHHbBIX CUCTEM, pa3pabaTbiBaeTCs
nnaH MeponpuaTUii MO COBEPLUEHCTBOBAHMIO 3alMTbl MHMOPMaLMK, COAepallencs B
MHPOPMALUMOHHBIX CUCTEMAX, B KOTOPOM B TOM 4MC/le YKa3bIBAOTCS HAVMEHOBAHUS
MepPOnpuATUIA, CPOKM KX BbIMOMHEHWS, noapa3faeneHns (paboTHMKKM), OTBETCTBEHHblE 3a
peanv3aLmio Kaxkaoro MeponpuaTms.

MnaH yTBepXaaeTca pykoBoaMTenem onepatopa (obnapatens nHdopMaumn), OTBETCTBEHHbIM
NVILOM M 0OBOAMTCS [0 NofpasneneHunii (paboTHMKOB) onepaTopa (0bnagatend nHpopmaummn) B
4acTy, WX Kacawulencs. Pe3ynbTaToM peann3auny MepornpusaTuiA mnnaHa [OOMKHO 6biTb
JNOCTWYKEHMEe 3HaYeHWN nokasaTens 3awmuieHHocTn K, 1 noKasaTens ypoBHS 3penocTw [, He
HV>KE HOPMMPOBAHHbIX 3HAYEHMI, YKa3aHHbIX B MeToan4eckmx fokyMeHTax PCTIK Poccuu.

I1l. MpoBegeHne MeponNpuUATUIA U NPUHATME Mep MO 3aLMTe MH¢OpMaL MY

34. [Ina pocTMKeHua Lenen 3almTsl MHOPMaLMK onepaTopoM (obnagatenem MHdopMaLmm)
JOJHKHbBI MPOBOANTBLCS ClieaytoLLe MEPONPUATUA:

a) BbIABIEHME 1 OLlEHKA Yrpo3 6e30MacHOCTHN MHDOPMALNN;
6) KOHTPOJb KOHDUTYPALUIA MHDOPMALUMOHHBIX CUCTEM;

B) yNpaBneHue ya3BMMOCTAMU;

r) ynpasneHve obHOBNEHNAMUY;

N) obecneveHve 3aLMTbl MHGOPMaLMK NP 06paboTKe, XpaHEHWI 1 0bpaLLLEHNN C MHdOPMaLMen
OrpaHUYEHHOro NOCTYNa;

e) obecneyeHue 3aWMTbl MHPOPMALMN MPU MPUMEHEHUM KOHEYHbIX YCTPONCTB;
) obecneyeHre 3anTbl MHDOPMALNN MPU MPUMEHEHUM MOBNIBHBIX YCTPOWNCTB;

3) obecneyeHre 3aWUTbl  MHMOPMAUMM  MPX  YAANEeHHOM [OOCTyrne nojib3oBaTenen K
MHOPMAUMOHHbBIM CUCTEMAM;

1) obecneyeHne 3auWmMTbl MHbOPMaUMKM Npu  6eCcnpoBOAHOM [OCTyre mfofib3oBaTeNnein K
MHOPMALMOHHbBIM CUCTEMAM;

0 MoanyHKTbl 6.1 1 6.5 nyHkTa 8 Monoxerns o PCTIK Poccun.
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K) obecneyeHne 3alMTbl MHDOPMaUMWM NpU MNPefoCTaBNeHMM MOMb30BaTeNaM LOCTyna K
MHPOPMALUMOHHBIM  C1MCTEMAM, MPeayCMaTPMBAIOLLErO YTEHMe, BbIMOJSIHEHME, W3MEHeHMe,
3anuch, yhaneHue nporpamMm 1 (MnM) OaHHbIX B WHMOPMALMOHHBIX CUCTeMax (manee —
NPUBMAErMPOBAHHbIV LOCTYN);

n) obecneyeHre MOHUTOPUHIa MHOPMALMOHHOK 6e30MacHOCTY;
M) obecneyeHne pa3paboTky 6e30MacHOro NporpamMMHoOro obecnedeHns;
H) obecneyeHne Gr3nyecKom 3amTbl MHPOPMALIMOHHbIX CUCTEM;

0) obecrnieyeHne HenpepbiBHOCTM  PYHKUMOHMPOBAHUA  MHPOPMALUMOHHbBIX  CUCTEM  MpU
BO3HVKHOBEHUW HELUTATHbIX CUTYaLNN;

M) NOBbILUEHNE YPOBHS 3HAHNI 1N MHPOPMMPOBAHHOCTY NOJIb30BaTENEN MO BONPOCaM 3aLUUThI
nHdpopmaumy;

p) obecneyeHune 3alMTbl MHDOPMALMM NPU B3aUMOLENCTBMM C NOAPALHBIMA OPraHN3aUMAMU;
C) obecneyeHne 3aLLUMTbl OT KOMMBIOTEPHbIX aTakK, HAaNPaBeHHbIX Ha OTKa3 B 0BCNYXKMBaHWUY;
T) obecneyeHune 3aWMTbl MHPOPMALMM MPU UCMONb30BaHMM MCKYCCTBEHHOIO MHTennekTa;

y) peann3aums B MHPOPMALMOHHbIX CUCTEMAX MEp MO KX 3alMTe ¥ 3aLiMTe COAEPIKaALLENCs B HUX
nHdpopmaumy;

) NnpoBefeHNE  KOHTPONS  YPOBHSI  3aLUMLLEHHOCTM  MHOPMaUMK, Ccofepyalleiics B
MHMOPMALMOHHbBIX CUCTEMAX;

X) obecneyeHre HenpepbIBHOrO B3aNMOAENCTBIS C rOCYAaPCTBEHHON CUCTEMOW OBHapY»KeHW,
npenynpexneHns 1 NUKBMAALMK NOCNeOCTBUIA KOMMbIOTEPHbIX aTaK Ha WMHGOPMaLMOHHbIe
pecypcbl Poccuiickorn ®epepaumn.

35. [locTaTouHOCTb M 3 DEKTUBHOCTbL MPOBOANMbIX MEPOMNPUATUIA (peani30BaHHbIX MPOLECCOB)
OLLeHVBAIOTCS ONepaTopoM Mo pesynbTaTaM onpefefienns nokasaTens ypoBHs 3penoctu [1;, B
COOTBETCTBMM C NyHKTamMK 32 1 33 TpeboBaHMi.

36. MeponpuaTig No BbIABAEHMIO U OleHKe yrpo3 6e30macHOCTM MHMOPMaUMK  OOMKHbI
npefycMaTprBaTbh OnpefefieHne B Xo[4e CO3AaHNa MHDOPMALMOHHBIX CUCTEM aKTyallbHbIX Yrpo3
1 pa3paboTKy B C/lyyasx, YCTAHOBEHHbBIX TPEOOBAHUAMMK K MOPSAKY CO3[AAHNS, PAa3BUTUS, BBOAA
B 3KCMyaTaumio, 3SKCMAyaTauuMy M BbIBOAA M3 3IKCMyaTauMM  roCydapCTBEHHbIX
MHOPMALMOHHBIX CUCTEM W [anbHENLIero XpaHeHus codepykallencs B 1Mx 6as3ax AaHHbIX
nHdopMaLnm, yTBEPXKAEHHbIMW NocTaHoBNeHWeM [TpaBuTenbcTea Poccninckort egepaunn ot 6
nona 2015 r. NO 676, monenelt yrpo3 6e3onacHoCcT MHDOPMaUMK, a TakKe CBOEBPeMeHHOe
BbISIBJIEHME aKTyasbHbIX YIPO3 1 MNX OLEHKY B XO4e IKCMyaTaunm MHDPOPMALMOHHBIX CUCTEM.

Mogenb yrpo3 6e30nacHOCTM MHOpMaLMK B Clydae ee pa3paboTKM [OMXHA MCMONb30BaTbCs B
KaueCcTBe MCXOHbIX JaHHbIX 419 pa3paboTKM U BHEAPEHWS Mep Mo 3almMTe MHPOoPMaLIMK, a TaKKe
ONs Bblbopa CPeacTB 3alMTbl MHPOPMALMK U UX DYHKLMOHAMNbHbBIX BO3MOXHOCTENM B Xoje
co3naHua (pa3BuTUS) NOACUCTEM 3aLUMTbI MHOPMaLMK MHPOPMALMOHHbIX cucTeM. PelleHne o
HeobxoaAMMOCTU pPa3paboTkM Modenu yrpo3 6e30macHOCTV MHMOPMaLMK B XOA4e CO3OaHus
HerocynapCTBEHHbIX WMHMOPMALMOHHbBIX CUCTEM MPUHUMAETCS PYKOBOAMTENEeM onepaTopa
(obnapaTens MHMOPMALLMK), OTBETCTBEHHbIM NINLIOM.

B Xone aKCryataunn I/IHCbOpMaLI,I/IOHHbIX cncTemM OoJnKeH 6bITb 0becrneyeH nouck OaHHbIX N
MPM3HaKOB, I/IﬂeHTI/ICbI/ILLI/IpyI-OLLLI/IX Hal4Me aKTyallbHbIX Yrpo3, npoBedeHa npnopuT3aund

Y TMoanyHKT «a» nyHkTa 5 HauMoHanbHOW cTpaTeruv pasBuUTUSt MCKYCCTBEHHOTO MHTesekTa Ha nepvog no 2030
rofa, yreepxaeHHon Ykasom [lpesngeHta Poccuiickolh ®epepaunm oT 10 oktabps 2019 r. NO 490 (nanee —
HauvoHanbHas cTpaTerns pasBuUTHs MCKYCCTBEHHOTO MHTENeKTa).
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BbISIBJIEHHbIX YrPO3 6€30MacHOCTM MH(OPMALIMM, OCYLLECTBIIEHO OMNOBeLLeHMe NoapasaeneHnii
(paboTHKKOB) onepaTopa (0bnagatens MHPOPMaLMK) O BbIABIEHHBIX aKTyaslbHbIX Yrpo3ax. [1pu
HaMYUM NPU3HAKOB peann3aumm (BO3HMKHOBEHWS) aKTyanbHbIX Yrpo3 AOMKHbI BbiTb NMPUHATD
Mepbl MO VX ONOKMPOBAHMIO (HEMTPanmn3aumm).

37. MeponpuaTus no KOHTPOSTO KOHPUIYypauMi MHPOPMALMOHHbBIX CUCTEM AO0SKHbBI MCKIOYaTb
HEeCaHKUMOHNPOBAHHOE M3MeHEeHMe COCTaBa NPOrpaMMHbIX, MPOrPaMMHO -anMnapaTHbIX CPeacTB
MHMOPMALMOHHBIX CUCTEM, UX HACTPOEK WM KOHMUIypauuii, YCTAHOBMIEHHbIX BO BHYTPEHHMX
CTaHAApTax Mo 3allMTe WHMOPMaUMKM, a Takke obecneyrBaTb ObHapy>KeHMe aKToB
HEeCaHKUMOHUPOBAHHbIX M3MEHEHWI 1 BbIIBIEHNE NPUYNH N3MEHEHWI.

KoHTpoSflb KOHMUIYypaumuii MHPOPMALMOHHBIX CUCTEM AOSHKEH OCYLEeCTBAATbCS Ha OCHOBE
aHanm3a pe3ynbTatoB ydeTa WT-aktmBoB ¥ u©  (MnAM) CBedeHW, COOEP)KALUMXCS B
aBTOMATM3MPOBAHHbIX CUCTEMAX XPaHEeHWs U yrnpaBfeHusa AaHHbIMWU 06 MHMDOPMALMOHHbIX
cUcTeMax M WX KOHUrypaumsx (MpM Hanmvumm cuctem uHBeHTapusaumy T -akTusos).
CTpyKTypHOMY noapasfgeneHnio (cneuvanucram) no 3auimTe MHdopMaumMm AofkeH 6biTb
obecneyeH AOCTYN K yKa3aHHbIM CBeAEHUSAM.

38. MeponpuaTia No ynpaBieHnto ys3BMMOCTAMM [OMMKHbI BKTIOYATL BbIsiBIEHME YA3BUMOCTEN
MHOPMALMOHHBIX CUCTEM, OUEHKY WX KPUTUYHOCTW, OnpedesneHne MeTO40B M NPUOPUTETOB
yCTPaHeHMs ysI3BUMOCTEN, @ TaKyKe KOHTPOJIb 33 YCTPaHEeHVEM YA3BMMOCTEN.

YcTpaHeHne ys3BMMOCTEN, KOTOpble MOryT ObiTb  MCMOMb30BaHbl  HapyLWUTeNsaMu, unu
MCKITIOYEHME BO3MOXKHOCTM MX MCMOMb30BaHWSA 33 CYeT MPUMEHEeHUsT KOMMEHCUPYIOLIMX Mep
JIO/MKHO NPOBOAMTLCS ONepaTopoM (obnagaTenem MHMOPMALUN):

B OTHOLLEHMM YSA3BMMOCTEN KPUTNYECKOrO YPOBHSA OMacHOCTW — B cpok He bonee 24 4acos;

B OTHOLLEHMM YSI3BMMOCTEN BbICOKOIO YPOBHS OMACHOCTM — B CPOK He bonee 7 KaneHOapHbIX
noHen.

B oTHOWeHNN ya3BMMOCTEN CpeaHero 1 HM3KOrO YPOBHEW OMACHOCTM CPOKM W MOPSAOK MX
yCTPaHeHus onpeaensoTcs BO BHYTPEHHEM persiaMeHTe no 3aluTte MHPOPMaLMM UCXOas U3
0COBEeHHOCTEN PYHKLUMOHMPOBAHUSA MHPOPMALUMOHHbIX CUCTEM.

[pn BbIABNEHUN YS3BMMOCTEN MHPOPMALMOHHbIX CUCTEM, CBeAEHWS O KOTOPbIX OTCYTCTBYIOT B
baHKe AaHHbIX yrpo3 besonacHocTn MHpopmaunn PCTIK Poccun, onepatop (obnajatens
MHMOPMaLIMK) B CPOK He bonee 5 pabounx aHel ¢ 0aTbhl TaKOro BbIABMIEHUA OOXKEH HANpPaBUThb
nHpopmaumo 06 yassumoctn B GCTIK Poccum ans OUEHKM HeobxXoaMMOCTU BKITHOYEeHNS
BbIABNIEHHOM YA3BMMOCTM B BaHK [aHHbIX yrpo3 be3onacHocTv nHdopmaumum PCTIK Poccnn,

39. Meponpuatig No ynpaBneHnto 0bHOBNEHUSMIM JOHKHbBI BK/OYATb NPOBeAeHe NPOBEpPKM
NOASIMHHOCTY W LeNIOCTHOCTN OBHOBMEHWI NPOrPaMMHbIX, MPOrPAaMMHO -annapaTHbIX CPeACTB,
TECTUPOBaHUM OBHOBMEHUIA 00 MX NPUMEHEHMsS B KOHTYpax MpPOMbILNEHHON IKCMyaTaumm
MH(OPMALMOHHBIX CUCTEM, BblAaye paspelleHns noapasfeneHnsam (paboTHMKaM) onepaTopa
(obnapatens uWHdoOpMauMKM) Ha NpUMeHeHWe OOHOBMEHWI MPOrPaMMHbIX, MPOrPaMMHO -
annapaTHbIX CPeACTB B KOHTYPaxX MPOMbILWIIEHHOM IKCNyaTauMm MHPOPMALMOHHbBIX CUCTEM C
MCMONb30BaHWeM 6e30MacHbIX HAaCTPOeK M KOHUIypauWi, YCTAHOBMEHHbBIX BO BHYTPEHHUX
CTaHAapTax Mo 3awmTe MHpopMaumm. beCKOHTPObHas YCTaHOBKA OOHOBMIEHMIA MPOrPaMMHbIX,
NpOrpaMMHO-anmnapaTHbIX CPEACTB He OMyCKaeTcs.

2 MyHKT 3 MonoykeHus 06 yueTe VIT-akTUBOB, UCMONb3yeMbIX NS OCYLLECTBNEHNU AeaTeNbHOCTH No UM PoBOi
TpaHchopMaLMU CUCTEMbBI TOCYAAPCTBEHHOMO (MyHULUNANbHOMO) yNpaBneHus, yTBEP>KAEHHOr0 MOCTaHOBNEHNEM
MpaBuTenbcTea Poccninckot ®epepaunn o1 1 nona 2024 r. NO 900.

13 MyHkT 5.2.18 HaumoHanbHoro ctaHpapTa Poccniickon ®epnepaunu TOCT P 56545 — 2015 «3awmTa
MHOPMaLMN. YA3BUMOCTN MHPOPMALIMOHHBIX cMcTeM. [TpaBmna onmncaHns ya3BUMOCTEN», yTBEPXKAEHHOMo 1
BBELIEHHOrO B elicTBMe NpukasoM PoccTanaapTa oT 19 asrycta 2015 . NO 1180-cT (M., ®I'BY «PCTx», 2021).

¥ MoanyHkT 21 nyHkTa 8 Monoxerus o PCTIK Poccnu.
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Cpoku  MnpuMeHeHWs  OBHOBMEHW  MNPOrpaMMHbIX, MPOrpPaMMHO-anmnapaTHbIX  CPeacTs,
npeaHasHaYeHHbIX [79 YCTPaHeHUa  ySa3BMMOCTeM, YCTaHaBMMBAOTCA BO  BHYTPEHHeEM
pernameHTe Mo 3auwmTe MHMOPMALMN B 3aBUCMMOCTM OT CPOKOB YCTPAHEHWUs YyS3BMMOCTEN
COOTBETCTBYIOLLMX YPOBHEN OMAacHOCTU M PUCKOB, CBA3AHHbIX C MpUMEHeHneM OBHOBEeHWU
NpOrpamMMHbIX, MPOrPaMMHO-annapaTHbIX CPeACTB.

40. MeponpusaTis no 3awmTe MHbopMaumMm npu obpaboTke, XpaHeHWW U obpalleHun C
MHdOpMaLMen orpaHNYEHHOro AOCTYMNa AO/MKHbI UCKOYaTh!

HernpaBoMepHOe pacnpocTpaHeHne MHopMaLMM OrpaHNYeHHOro JOCTYMNa BHe 3aBUCUMOCTIN OT
dopMbl  ee npeAcTaBneHud, B TOM 4uc/le  C  WCMOMb30BaHMEM  MHMOPMALMOHHO -
TeNeKOMMYHMKALMOHHbIX ceTei 1 ceTn «/IHTepHeT»;

0OCTYN K MHOPMaUMM OrpaHuMYeHHoOro [LOOCTyna nuu, AN KOTOpbIX MHMOPMauMsa He
npenHasHaveHa 1 (Mr) 01a KOTOPbIX TaKoW AOCTYN 3anpeLLeH.

[poBoOaAMMblE MEPOMPUSATUS OOMKHbI BKAYATb onpefesieHne MHGopMaumm orpaHUYeHHOro
AOCTYNa ¥ NpefHasHa4YeHHbIX AN ee XPaHeHWs MPOrpaMMHO-annapaTHbIX CPeACTB, a Takxke
KOHTPOJSIb U perucTpaumto Bcex akToB AOCTyMNa Nofb30BaTeNeil K MporpaMMHO -anmapaTHbIM
CpefcTBaM, B KOTOPbIX XPaHUTCA MHOPMaLMS OrpaHUYeHHOro 4OCTyna.

KoHTpofib 06paboTku, XpaHeHUs WMHPOPMaUUKU OrpaHMYeHHOro AO0CTyna B MPOrpaMMHO -
annapaTHbIX CPEACTBAX U ee Nepeaayl LOMKeH OCYLLeCTBAATHCS B COOTBETCTBMM C BHYTPEHHUM
pernaMeHToM no 3awmte UHbopMmaumn. O dakTax HernpaBOMEpPHOro pPacnpoCcTpaHeHs
MHOpPMaLMM OrpaHNYEHHOTO AOCTYMNA U (MNK) AOCTYMNa K CpeacTBaM ee 06paboTKM 1 XpaHeHus
NOJKEH OblTb He3aMeaNUTeNbHO NMPOVMHMOPMMPOBAH PYKOBOAMTENL OornepaTopa (obnagatens
MHMOPMaLMK), OTBETCTBEHHOE NNLLO.

41. Meponpusatis no obecneyeHuto 3almMTbl MHMDOPMALUKU MPU MPUMEHEHUN KOHEYHbIX
yCTPOWCTB MHPOPMALMOHHBIX cncTem LOJKHbI MCKO4YaTb BO3MOXHOCTb
HECaHKLMOHMPOBAHHOMO AOCTYMNA K MHPOPMALMOHHBIM CUCTEMAM 1 KOHEYHbBIM YCTPOMCTBAM UK
BO3[ENCTBMA Ha HUX Yepe3 MHTepdelcbl 1 NOPTbl, HEMOCPEeACTBEHHO B3aKMMOLENCTBYOUIME C
ceTbto «/IHTepHeT» 1 (UNK) LOCTYMNHble U3 ceTU «IHTepHeTY.

3aliMTa KOHEUHbIX YCTPOMCTB MHOPMALMOHHbBIX CUCTEM AOSKHA BKNOYATh peann3aumio B H1X
B COOTBETCTBUM C TpeboBaHMaMKU Mep MO 3alimTe MHPOPMaUMM OT HECAaHKUMOHUPOBAHHOIO
AOCTYNa M MPOBEAEHMM Ha HWUX MOHWUTOPWMHIA M aHanM3a MpOLEeCcCoB M COOLITUIA C Lenblo
BbIIBIEHWUS aKTyasnbHbIX Yrpo3, a Takxke MpenynpexneHuy O Mpou3owWwealnx cobbiTnsx
6e3onacHocTn. KOHTPOMb MCMOMb30BaHUSA KOHEYHbIX YCTPOMCTB AO0SKEH OCYLLeCTBAATHCS B
COOTBETCTBUM C BHYTPEHHMMM CTaHAAPTaMM 1 perfaMeHTamm no 3awnte MHopMaLmn.

42.TocpencTBOM MNpOBeAeHMA MEPONPUATUI MO obecnevyeHnto 3alnTbl MHPOPMaLUU MpK
NPUMEHeHNN  MOBWUMbHBIX  YCTPOWCTB  [OO/KHA  ObiTb  UCKIOYEHa  BO3MOYKHOCTb
HEeCaHKUMOHMPOBAHHOIO  AOCTyna  (BO3AencTBMS) K MHMDOPMAUMOHHBIM — CUCTEMAM U
coflepyKallenica B HUX MHOPMaLMK, a Takke K B3aMMOAENCTBYIOLIMM C HUMU MOBUMbHbBIM
YCTPOWCTBAM W COAEepyKallelncs B HUX WMHGOpMaUMK Yepe3 KaHasbl nepefadv MobuIbHbIX
NaHHbIX, MOBUIbHbIE CePBUChI, MHTepPdenchl U MOPTbl MOBUIBHbBIX YCTPOICTB.

[pv NpUMEHeHUM NOMb30BaTENAMY MOBUIBbHBIX YCTPONCTB ANS AOCTYNa K MHDOPMALMOHHbBIM
CUCTEMaM U COMepPyKaLLencs B HUX MHPOPMaLUK B LENAX BbIMOMHEHUS CBOMX 0BA3aHHOCTEN
(byHKUMIM) onepaTop (obnagatenb MHMOPMaUMKM) AOIHKEH MPUHMMATb Mepbl MO 3aluTe
MH(OPMALMOHHbIX CUCTEM U COAEPXKALLENCS B HUX MHOPMaLLMK, B TOM YMce:

obecneynBaTb 3aLLUMTY KaHaI0B Nepenayi AaHHbIX;

OCYLLLEeCTBAATb AOCTYM NOSIb30BaTeNen C MPUMEHEHeM CTPOron ayTeHTUdmKaumnmn.

15 MyHKT 3.54 HaumoHanbHoro ctanaapta Poccuiickort ®epepaumm TOCT P 58833-2020 «3alumTa MHdopMaLmu,
VoeHTuduKauma n ayteHTudukauma. Obuine TpeboBaHWay, yTBEPXKOEHHOrO 1 BBEAEHHOI O B AeCTBME NPUKA30M
PocctangapTta o1 10 anpena 2020 1. NO 159-c1 (M., ®IBY «VMHcTuTyT cTangaptusaummy, 2020).
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Monb3oBaTenemM [O/HKeH OblTb UCK/OYEH HeCaHKUMOHMPOBAHHBIA AOCTYN K MOBUIbHOMY
YyCTPOWCTBY.

43.MprMeHeHre NOMb30BaTeNAMM  JIMYHBIX  MOBUIIbHBIX  YCTPOWCTB  ANd  AoCTyrna K
MHMOPMALMOHHBIM CUCTEMAM 1 COAEPXKALLENCS B HUX MHDOPMALMN C LLeSbIO BbIMOSTHEHNSI CBOWX
oba3aHHoCcTen (pyHKUMIA) [OMycKaeTcs B Cllydae COOTBETCTBUS MODOWMIIbHbIX YCTPOMCTB
TpeboBaHMaM 1 Hanuuns y onepaTtopa (0bnamatena MHMOPMaUMKM) BO3IMOXHOCTU KOHTPOSS
MCNONb30BaHNS MOBUIBHBIX YCTPOMCTB.

44, KOHTpOﬂb MNCNOMb30BaHMA MOBUIbHbIX YCTpOVICTB OOJHKeH OCYLWeCTBIIATbCA B COOTBETCTBNN
C BHYTPEHHUMWN CTAaHOAPTaM 1 pernaMeHTaMn rno 3aunTte I/IHCbOpMaLI,I/II/I.

45.Tlpn  NpUMeHeHUM  MoMb30BaATENAMU  MOBWUIbHBIX  YCTPOMCTB  ON9  AOCTynma K
MHPOPMAUMOHHBIM CIUCTEMAM U CoflepyKallleiicd B HWUX WHGOpPMaumMnM, He CBA3AHHOrO C
BbIMOSIHEHVEM MOJSb30BaTeNieM CBUX 0b6A3aHHOCTEN (yHKLUMIA), B TOM 4ucile Ofa OOCTyna K
obLLeoCTyNHON  MHDOPMaUMK, onepaTopoM  (obnajaTtenem  MHMOPMaUMK)  OOSIKHbI
NPVHMMATbLCA Mepbl MO 3alUmUTe MHDOPMALMOHHbIX CUCTEM U COLEePIKALLENCS B HUX MHOpMaLMK
1, NPV HEOBXOAMMOCTI, 0becneyrBaTbCs 3alUMTa KaHaNOB nepenayn OaHHbIX, UCMOob3yeMblX
A5t OCYLLECTBMEHMS AOCTYNa.

46. MNocpeacTBoM NpoBeaeHUs MeponpuaTuii NMo obecnedyeHnto 3alnTbl MHDOPMALUK NpY
yAaneHHoM  [oCTyne  nonb3oBaTener  [JO/bKHA  ObiTb  MCK/OYEHA  BO3MOXKHOCTb
HEeCaHKUMOHMPOBAHHOIMO  AOCTyna  (BO3AencTBMSA) K MHMOPMAUMOHHBIM — CUCTEMAM U
coflepyKallenca B HMX MHopMaLMKM, a Takke K B3aMMOOENCTBYIOWIMM C HUMK MPOrpPamMMHO -
annapaTHbIM CpefCcTBaM MoJib30BaTesieli Yepes KaHasbl nepefaynm AaHHblxX, uHTepdeicsbl u
NOpTbl yOANeHHO NoAKtoYaeMblx MPOrpPaMMHO -anmapaTHbIX CPeaCTB.

MNpv yoaneHHoOM AoCTyne nosib3oBaTener K MHMOPMaUMOHHBIM CUCTEMAM 1 COAEPYKALLIENCS B
HUX WHGOpMauMM B UENAX BbIMNOMHEHUS CBOMX 0693aHHOCTeN (PyHKUMM) OnepaTopoMm
(obnapgaTenemM MHMOPMaLMI) AOMHKHBI MPUHUMATLCA Mepbl MO 3aLLMTe MHPOPMALMOHHbBIX CUCTEM
M copepKalleiics B HUX MHbOopMaLmMKM, obecneyrBaTbcs 3allMTa KaHanoB nepeaaydn JaHHbIX
NPOrpaMMHO-anMnapaTHbIX CPEACTB, C MCMOMb30BAHMEM KOTOPbIX OCYLIECTBASETCA YAANEeHHbIN
A0CTyM, MCKMIOYATbCS  HECAHKUMOHMPOBAHHBIA  AOCTYN K YAANEHHO MOAK/oYaeMoMy
NPOrpaMMHO-annapaTHOMY CPeNCTBY MNOb30BATENS.

YOaneHHblM [OCTyn Mofib3oBaTeniell B LUensx BbIMONIHeHWs CBOMX 06s3aHHOCTeN (yHKLMIA)
NOJHKEH OCYLLECTBAATLCS C MCNOMb30BaHMEM NPOrPAaMMHO -anmapaTHbIX CPeACTB, BblAeNeHHbIX
onepaTopoM (obnagatenem  uHdopMauMmM) M COOTBETCTBYHOLWMX TpeboBaHuam. [lo
COrMIACOBAHMIO CO CTPYKTYPHbIM MoApasfeneHnem (cneumannctaMmm) no 3awmre nHpopMaumnm
NONyCKaeTcsd  NpefoCTaBfieHne yOaneHHoro [[OCTyna K WMHEMOPMALUMOHHBIM CUCTEMAM C
MCMOMb30BAHWEM  JIMYHBIX MPOrPaMMHO-annapaTHbIX CPeACTB Mofb30BaTeNs onepaTopa
(cbnapateng  uvHMOPMauMM) MNPU YCNOBUMM  MPUMEHEHUS  ON9  YOANEeHHOro  [oCTyna
CepTMdULMPOBaHHBIX CPELCTB obecneyeHns 6e30MacHo OAMCTaHUMOHHOM paboThl!®, cpeacTs
AHTUBMPYCHOW 3alUMTbl U UHbIX CPEeACTB 3alUMTbl MHPOPMALMKU, WUCKIKYAOLWMX  YrPO3bl
6e30macHOCTM MHOPMALMK, CBA3AHHbIE C YAANEHHbBIM IOCTYMOM.

Y AaneHHbIM 4OCTYN Nofib3oBaTenei K MHPOPMALMOHHBIM CUCTEMAM B LLeNsiX BbINOSTHEH NSt CBOWX
obaszaHHoCcTen (dYHKUWUIA) AOMKEH OCYLeCTBAATbCA C  MCMNOJSIb30BaHMEM CeTell  CBA3W,
PaCcNoNIOXeHHbIX Ha TeppuTopun Poccuiickon Pefgepaumm, NOCPeACTBOM NPUMEHEHNS CPeACTB
3alLUMTbl KaHana nepefayn AaHHbIX, M CTPOron ayTeHTUdMKaUMM Nob3oBaTeNeln.

16 Mpukaz PCTIK Poccum o1 16 dheBpans 2021 1. NO 32 (3apeructprposaH MuHioctom Poccun 15 niona 2021 r,
perncTpaumnoHHbii NO 63867).
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MNpv yaaneHHoOM AOCTyNe Nonb3oBaTesnel K MHPOPMALMOHHBIM CUCTEMAM 1 COAEPXKALLEINCS B HUX
MHMOPMALIMK, HE CBA3AHHOM C BbIMOJTHEHMEM MOoJ1b30BaTENAMN CBOMX 06A3aHHOCTEN (PyHKLMIA),
B TOM 4ucie Mnpu AO0CTyrne K obulefoCTyrnHoM MHbopMaummn, onepatopoM (obnamatenem
MHMOPMALMK)  OOSHKHbI  MPUHMMATBCA  Mepbl MO 3aliMTe WUHEPOPMALMOHHBIX CUCTEM U
collepyKaLlenica B HUX MHOPMaLMM 1, Npyu HeOBX0AMMOCTH, 0becrneynBaTbCs 3allMTa KaHanoB
nepefayn AaHHbIX, MCMOSb3yeMbIX AN OCYLLECTBAEHMS yAaIeHHOro 1OoCTyna.

KoHTponb yoaneHHoro AocTyna nofib3oBatefieil K MHPOPMALUMOHHbBIM CUMCTEMAM AO0JSKEH
OCYLLECTBNATHCA B COOTBETCTBMM C BHYTPEHHMMW CTaHAAPTaMu1 M perfaMeHTamn o 3awmTre
MHDOPMaLLMK.

47.locpenCTBOM MPOBEOEHNs MEpPONPUSATMIA Mo obecneyeHuto 3aWmMTbl MHDOPMALUK MpK
becnpoBOAHOM [OCTyrne nosb3oBaTenelt K WMHPOPMALMOHHBIM CUCTEMAM  AOSKHa ObiTb
NCKITIOYEHa BO3MOYKHOCTb HECAHKLMOHMPOBAHHOMO OCTYNa (BO3AEMCTBUA) K MHDOPMALUMOHHbIM
CYCTeMaM 1 cofleprKaLllencs B HUX MHOpPMaLMKM 33 CHET HECAHKLMOHMPOBAHHOMO NMOAKOYEHNS
K TOYKaM 6ecnpoBOAHOro A0CTyNa M AOCTyrna K 6ecnpoBOfAHbIM KaHanaM nepefayn AaHHbIX,
NoAMeHbl B3aMMOAENCTBYOLMX C HUMWU MPOrPaMMHO -anmapaTHbIX CPeACTB UM AOCTYMNa K HUM.

Mpv 6ecnpoBOAHOM A0CTYMNe Nonb3oBaTeneit K MHPOPMALMOHHBIM CUCTeMaM U COAepXKaLLercs
B HWUX MHDOPMaUMM B LENSX BbIMNOSHEHMA CBOWUX 06s13aHHOCTeN (dYHKUMIA) onepaTopoMm
(obnapatenem MHMOPMaL M) OOSKHBI MPUHUMATLCA Mepbl MO 3aLUTe MHPOPMALMOHHbBIX CUCTEM
M cofepykalleiicd B HMX MHDOpMauMKM, obecneunBaTbCs 3aluMTa OECnpoBOAHbIX KaHAMOB
nepefayn AaHHbIX WM MNPOrpaMMHO-annapaTHbIX CPeacTB, C  WCMOJSIb30BaHWEM  KOTOPbIX
ocyllecTBnseTcs 6ecnpoBogHor nocTyn. [locpencTBOM OPMUPOBaHUS KOHDUIypaunum wu
HaCTpoeK, YpOBHEN CMrHAN0B ToUYeK 6ecnpoBOHOMO AOCTYNA, MCMOMb3yeMblX A9 MOAKIYeHNs
nonb3oBateneil K MHPOPMALMOHHbBIM CUCTEeMaM B LENax BbIMOSIHEHUSA CBOMX 06A3aHHOCTEN
(bYHKUMI), BOMKHA ObITb UCKIKOYEHA BO3IMOXHOCTb MOAKMOUEHNS K HUM NNLL, HE MEoLLIMX NpaB
A0CTYyNa K MHDOPMALMOHHbBIM CUCTEeMaM. YKa3aHHble TOUKM BeCrnpoBOAHOMO JOCTYNa AOSXKHbI
ObITb OHO3HAYHO UAEHTUMPULMPOBAHbBI B MHPOPMALMOHHbBIX CUCTEMAX, a TaKXKe onpeaeneHbl
MeCTa KX pa3mellieHus.

Toykm 6ecnpoBOAHOMO AOCTYNa M MOCTPOEHHbIe Ha WX OCHOBe 6ecnpoBOAHble CETU CBA3M,
Mcnonb3yemble A719 AOCTyrna Nonb3oBaTenen K MHPOPMaLMOHHbBIM CUCTEMAM 1 COLEePIKaLLENCS B
HUX MHpOPMaLMKM B LENsSX BbIMOHEHUS UMK CBOMX 0b6A3aHHOCTEN (PYHKUMIA), JOMKHbBI ObITb
M30MMPOBaHbl OT 6ecnpoBOfAHbIX CeTeil CBA3M, NpeAHa3HaudeHHbIX [ON9 AO0CTyna K ceTu
«HTepHeT» 1 (nnn) obLenocTynHo nHdopMaLmMmn onepaTopa (0bnagatena MHdopmaLm).

48. MNocpeacTBoM NpoBeaeHUs MeponpuaTuii Mo obecnedyeHnto 3alnTbl MHDOPMALUN NpY
npenocTaBneHu MpUBMAErMPOBAHHOIO [OCTyNa [OMKHA OblTb MCKIOYEHA BO3MOXKHOCTb
noslydyeHus MNpUBUMNErMPOBAHHOIO [OOCTyNa K WMHMOPMAUMOHHBIM CUCTEMAM NMUAMK, Ons
KOTOPbIX TaKOW AOCTYN AOMKEH BblTb UCKIIOYEH, a TakyKe MCMOoMb30BaHMA MOBbILLEHHbIX NPaB
J0CTYNa C HapyLleHneM BHYTPEeHHMX CTaHAAPTOB 1 pernamMeHToB Mo 3aluTe MHdopMaLumm.

[lnsa nonyyeHua NpuBUNErMpoBaHHONO OOCTYNa AOSKHbI ObITb CO3AaHbl NPUBUNErMPOBAHHbIE
yyeTHble 3anucu. [puBMnervpoBaHHble y4YeTHble 3anuMcu AOSKHbI MMETb MpaBa [OCTyna,
MUHWMANbHO HeobxoaMMble [N BbINOJMIHEHWUS MOJSIb30BATENSIMN  BO3MOXEHHbIX Ha  HUKX
obdazaHHoCTel (pyHKLMI), B COOTBETCTBUM C MPUHATBIMW B MHEPOPMALMOHHBIX CUCTEMAX
Mo[enaMu [oCTyna nonb3osateneit. [NprBUIErnpoBaHHble yYeTHbIE 3annCK, MetoLLMe MPaBa Mno
CO3[aHNI0  APYrMX  NPUBUMNErMPOBAHHBIX  YYeTHbIX  3anucelr,  AOSDKHbl  OblTb
NepCcoHUMUUMPOBAHHBIMM.

[pMBMNErMpOBaHHbIA  AOCTYN  OO/DKEH  OCYLLeCTBAATbCS C  MPUMEHEeHVEeM  CTPOrou
ayTeHTUdMKaUMKM, a B  CJly4ae TexHUYeCKOoM HEeBO3MOXXHOCTM MPUMEHEHUa  CTPOroW
ayTeHTUdUKAUUU — C UCMONb30BAHMEM YCUIEHHOM MHOTOAKTOPHOM ayTEHTUDMKALNN.

He nonyckaeTcs obbeamHeHve B pamKax OAHOM MPUBUIErMPOBAHHOW yYeTHOW 3anucu mmiu
OOHOV  rpynnbl  MPUBUAErVMPOBAHHBLIX  YYETHbIX  3anuceil  pofiel Mo CUCTEMHOMY
AAMUHUCTPMPOBAHWIO, pofieil Mo pa3paboTke M TeCTUPOBAHMIO MPOrPaMMHbIX, MPOrPaMMHO -
annapaTHbIX CPeACTB, poser aIMMHUCTPAaTOPOB 6e30MacHOCTU.
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Heuncnonb3yemble NpUBUNErMpPOBaHHbIE YYeTHble 3anuch LOMKHbI OblTb 3a6/0KMPOBAHbI U
ydaneHbl B COOTBETCTBMM C BHYTPEHHUMW CTaHOApTamMW W pernaMeHTaMy no  3aumTe
MHDOPMaLLMK.

BcTpoeHHble NpuBMervpoBaHHble yYeTHbIe 3amnncK AOSXKHbI ObiTb OTKOUYEHbI UK, B Clydae
HEeBO3MOXHOCTW OTKJIlOUYEHWS, NeperMeHoBaHbl Noc/e 3aBeplleHns HAaCTPOMKKU U YCTaHOBKM
KOHUIrypaumii,  3afaHHblX  BHYTPEHHUMMW  CTaHOapTaMK Mo 3aWmTe  MHbopMauuu.
AyTeHTUPUKAUMOHHAs WMHGOPMaLNS BCTPOEHHbIX MNPUBMAErMPOBAHHbIX YYETHbIX 3anucen
JNOMKHA ObITb M3MeHeHa B COOTBETCTBMM C BHYTPEHHMMM CTaHOApTaMu 1 pernaMeHTamu o
3almMTe MHopMaLUUK.

Bce penctsua no OOCTyny nosib3oBaTenien ¢ UCNOSb30BaHVeM NpVBUNNErMpOBaHHbIX YHETHbIX
3anucer nognexkat perncrpaunn. KOHTpOﬂb NCMOJIb30BaHNA MPUBUNErMPOBAHHDBIX YYETHbIX
3anucer  OoSmKeH ocywecTB/idTbCA B COOTBETCTBMKM C  BHYTPEHHUMW CTaHOapTaMn U
pernaMeHTaMm no 3anTe I/IHCbOpMaLI,I/II/I.

49. MeponpuaTnsa nNo oCyLecTBAEHNIO MOHUTOPUHIA MHDOPMALMOHHOK 6€30MacHOCT AOXKHbI
npenycMaTprBaTb COOp AAHHbIX O CODbITMAX 6€30MacHOCTH, X 0bpaboTKe 1 aHan13e, a Takxke
BbIIB/IEHWE MPU3HAKOB peann3aumm yrpo3 6e30macHoCTU MHMOPMaUMM 1 (Unn) HapyLleHu
TpeboBaHWN BHYTPEHHWX CTAaHOAPTOB W PerfiaMeHToB No 3aliuTe HdopMaumm. Meponpuatig
MO OCYLLECTBEHNIO MOHUTOPUHIA MHPOPMALMOHHOM 6e30MacHOCTU AOMKHbI MPOBOANTHLCS B
OTHOLWIEHNN BCEX MHMOPMALMOHHbBIX CUCTEM, 33 UCK/IIOYEHMEM JIOKANbHbIX 1M M30MPOBAHHbIX
MHPOPMAUMOHHBIX CUCTEM, B KOTOPbIX [LO/MKEH 06ecneyrBaTbCsl KOHTPOSb >KYPHANOB
perncTpaumm cobbiTin 6e3onacHoCTU.

MeponpuaTns No MOHUTOPUHIY MHAOPMALIMOHHOW 6e30MacHOCTU AOMKHbI OCYLLECTBAATLCA B
cooTBeTCTBMM C pa3genammn 4 n 5 OCT P 59547-2021.

B xome npoBegeHWs MOHWUTOPWHIa MHMOPMALMOHHOM 6e30macHOCTM  ON9  aHanv3a
3apUKCMPOBAHHBIX COBBITMIA 6E30MacHOCTU U BbIABMEHHbIX B HWUX MPU3HAKOB peanv3aumm
aKTyasnbHbIX Yrpo3 AO0MyCKaeTCs MCNONb30BaHWe AOBEPEHHbIX TeXHOMOMMI NCKYCCTBEHHOMO
nHTennexkTal.

CTpyKTypHOE noapasneneHue (CNeumnanmucTbl) no 3awmTe nHdopMaummn onepatopa (obnanatend
MHOPMaUMK) C NEePUOANYHOCTBIO U B CPOKM, YCTAHOBNEHHbIe BHYTPEHHWM periaMeHToM Mo
3aWmTe MHgopMauMK, [LOOHKHO (OOMKHbI) pa3paboTaTb M NpeacTaBUTb  PYKOBOOMTENIO
onepaTopa (obnapatend uHdopMauMK), OTBETCTBEHHOMY MLy OTYeT O pe3ynbTaTtax
MOHWTOPVHIA, KOTOPbIi B TOM YuMC/le AOMKEeH COoAep»KaTb TWMbl COBbITUIA 6e30MacHOCTH,
0bHapy»<eHHble Mo pe3yibTaTaM MOHUTOPUHIA, Y CBA3AHHbIE C HMWU KOMMbIOTePHbIE MHUMAEHTbI
(Mpy X HaNMYMK), @ TakKe peKoMeHAAUMN MO NX aHanu3y un (Mnu) ycTpaHeruto. NocnegHnin B
TEKyLLEM rofly OTYET O pe3ysibTaTax MOHUTOPUHIA UM MTOMOBbIN OTYET 3a TeKyLLMI rof, (B ciydae
ero paspaboTku) nocne NpeacTaBieHns pyKoBoanTeto onepaTopa (0bnagatensa nHdopmMaumm)
HanpaBnseTca onepatopoM (obnapatenem wHdopmaumn) B PCTIK Poccum B uensx
MOHWTOPUVHIA TEKYLLErO COCTOSHNUSA TEXHNYECKOW 33K Tbl MHdopMaumn'e,

50. Meponpuatig no pa3paboTke 6e30MacHOro NporpaMMHOro obecrnedeHmns LOMKHbI ObiTb
HanpaB/ieHbl Ha MNpefoTBpalleHVe MOSBMEHUS, BbIABMIEHME U YCTPaHeHWe YsS3BMMOCTeN B
pa3pabaTbiBaeMoOM ornepaTopoM (obnagatenem MHMOPMaLUMK) NPOrpaMMHOM obecneyeHum.
MeponpuaTns no paspaboTke 6e30MacHOro NporpaMMHOro obecrneyeHuns NPOBOAATCS B Cllyyae
OCYyLLEeCTBMIEHNsT omnepaTopoM (obnagatenemM WMHPOPMaLMK) CaMOCTOSATENbHOM pPa3paboTky
NporpaMMHoOro obecnevyeHns, NpUMeHseMoro B MHDOPMALIMOHHBIX CUCTEMAX.

B cnyuae camocTosTenbHOM pa3paboTkm  onepaTopoM (obnapateneMm  MHdopMaLmn)
NporpaMMHOro obecnedeHus, npeaHasHa4YeHHOro A MCNoib30BaHMSa B MHMOPMALMOHHbIX

Y MoanyHKT «Uy» NyHKTa 5 HauoHanbHOM CTpaTernm pasBuTmns MCKYCCTBEHHOMO MHTEEKTa.
B MoanyHkT 6.1 nyHkTa 8 Monoxerns o PCTIK Poccunun
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CUCTeMax, OOSKHbl BblTb peann3oBaHbl Mepbl, MpeaycMoTpeHHble pasfenamn 4 n 5 TOCT P
56939-2024.

B cnyyae npuBnedyeHua onepatopoMm (obnagatenem  MHdopmaumn) And  pa3paboTKu
nporpaMMHoOro obecnedyeHusas MOAPSOHOM  OPraHM3auMM MO PELIeHUd  PYKOBOAMTENS
(OTBETCTBEHHOIO NNLA) B TEXHMYECKoe 3aflaHne Ha pa3paboTKy NMporpaMMHOro obecnedeHus
MOrYT ObITb BKITtOYEHbI TpeboBaHMA Mo pa3paboTke 6e3onacHoro NPorpamMMHoOro obecnedyeHusa B
cootBeTcTBUM ¢ [OCT P 56939-2024.

51. [MocpencTBoM MpoBedeHns MepornpusaTii  no  obecneyeHuto  GU3MYecKon  3aliUThl
MHMOPMALMOHHBIX CUCTEM [OOJXKHA OblTb MCKIOYEHa BO3MOYKHOCTb HECAHKUMOHUPOBAHHOMO
dr3MYecKoro [OCTyna K MpOrpaMMHO-annapaTHbIM CpeacTBaM 0b6paboTKM U XpaHeHUs
nHdpopmaumu.

du3nyeckmi AOCTyn K MPOrpaMMHO-annapaTHbIM CPeacTBaM  MHPOPMALMOHHBIX CUCTEM,
npeaHasHayeHHbIM s 06paboTkM U XpaHeHust MHpOoPMaLMKM, NOMKeH BbiTb NpefoCTaBneH
NONb30BaTENAM, KOTOPbIM YKa3aHHbIA JOCTYMN HeobXxoaMM AN BbINOMHEHNST BO3MOMEHHbIX Ha
HUX 0bs3aHHOCTen (pyHKUMI). [TporpaMMHO-annapaTHble CpeacTBa MHMDOPMALMOHHBIX CUCTEM,
npefHa3HauyeHHble A9 XPaHeHUa MHMOPMaUMn, OOMKHbI ObiTb YCTAaHOBMEHbl B MOMELLEeHMAX
(30Hax nomeleHW, WkKadax, yTNapax, Kopnycax), HeCaHKUMOHMPOBAHHbLIN DU3NYECKNIA
L0CTYN B KOTOPbIe AOMKEH BbITb NCKITIOYEH.

KoHTpofib dur3nyeckoro AocTyna K MpOrpaMMHO-anmapaTHbIM CpeacTBaM 06paboTku 1
XpaHeHNs MHPOPMaUMKM OrPaHNMYEHHOrO AO0CTyna U (MAK) B NMOMeLleHns (30Hbl NoMeLleHu,
WKadbl, DYyTNApbl, KOpMyca), B KOTOPbIX OHW YCTAHOBJMIEHbI, AOMKEeH OCYLLeCTBAATbC B
COOTBETCTBMM C BHYTPEHHMMU PerflaMeHTaMum no 3auimTe nHpopmaumm.

CbeMHble MalVHHble HOCUTENM WHMOPMaUMK, pa3pelleHHble ONS  WCNOfb30BaHWS B
MHPOPMAUMOHHBIX  CMCTEMAX, MOANEXAT  y4eTy UM KOHTPOO  WMCMOSfb30BaHua. B
MHOPMALUMOHHBIX  CUCTEMAX OOMKHbI  MCMOSb30BATbCA  CbeMHblE  MalUMHHbIE HOCUTENM
MHMOPMaLMK, BblAaBaeMble onepaTopoM (obnagatenem nHdopmaumn). B cnyyae obHapykeHUs
NOJSIb30BATENEM CbEMHOIMO MALMHHOIO HOCUTeNs MHMOPMaUWKM, NPUHAANEKHOCTb KOTOPOro
NV BRafenbla KOTOPOro YCTAHOBWTbL He yAANoChb, TAKOWM CbeMHbIM MALUMHHBIA HOCUTENb
MHMOPMaLMKW JOTDKeH BbITb NepeaaH B CTPYKTypHOE noApasaeneHie (Cneuvanicram) no sawmre
MHpopMaUMM ONS  aHanM3a CcofepyKalleiics Ha HeM MHdbopMaumuM, MporpaMMm U1 mpu
HEObXOAMMOCTN  anbHeNWero YHUUYTOXeHUd. [lookmoveHne OBHAPYYKEHHOr0  CbeMHOro
MaLWMHHOMO HOCKUTENA MHGOPMaLMK K MHDOPMALMOHHBIM CUCTEMAM 3arnpeLlaeTcs.

52.locpencTBoM  MpoBefeHWs  MeponpusaTiMii - no  obecneyeHuto  HenpepbiBHOCTM
DYHKUMOHMPOBAHNA MHPOPMALMOHHbBIX CUCTEM MPU BO3HWMKHOBEHWM HEeLITaTHbIX CUTyauUnii
JIO/MKHa bbITb 0becneyeHa BO3MOYKHOCTb BOCCTAHOBIIEHNS BbIMOHEH WS (DYHKLUMIA (MPOLLecCoB,
BMAOB pPaboT) MHMDOPMALMOHHBIX CUCTEM, [N KOTOPbIX onepaTopoM (obnapaTenem
MHMOPMALIMK) YCTAHOBEHbI TPEBOBaHNS K HEMPEPbIBHOMY peXnMy dyHKUMOHMPOBaHNS (fanee
— 3HauyMMble YHKLUK), B Npeaenax NHTepBasioB BpeMeHM BOCCTAaHOBMEHWS, YCTaHOBEHHbIX
BHYTPEHHWUMW CTAHAAPTAMM U pernameHTamu no 3almTte nHopMaumm,

53. VIHTepBanbl BpeMeHu BOCCTAHOBEHNS DYHKLMOHNPOBAHUS MHDPOPMALMOHHBIX CUCTEM, UX
CerMeHTOB, BbIMOJIHAKOLIMX 3HAUYNMble DYHKLUMM, YCTAHABAMBAKOTCS onepaTopoM (obnanatenem
MHOPMaLUMK) B COOTBETCTBMM C aKTaMU, HAa OCHOBAHMM KOTOPbIX OCYLLECTBAETCH CO3AaHve,
IKCMyaTaumsa MHPOPMALMOHHbBIX cuUcTeM, Unu TpeboBaHuaMK obnagatens MHMOPMaLUKU B
33aBMCMMOCTM  OT 3HAUMMOCTU PYHKUMIA [ONg obecrnedeHus ero AedATeNbHOCTW, KaccoB
3aUMLUEHHOCTM MHOPMAUMOHHbBIX CUCTEM, YCTaHaBMMBAEeMbIX onepaTopoM (obnagatenem
MH(OpPMaLMM) B COOTBETCTBUM C MPUIOXKEHNEM K TpeboBaHNAM, 1 IO/MKHbI COCTABAATD:

ANS MHDOPMAUMOHHbBIX c1ucTeM 1 Krnacca 3aliMULIEHHOCTN — He bonee 24 4acoB C MOMEHTa
O0BHapYy>KEeHUS HapyLeHNst YHKUNOHUPOBAHNS;

A5t MHPOPMALMOHHBIX CMCTEM 2 KI1acCa 3alWMLWEHHOCTN — He bosnee 7 KaneHAapHbIX AHel C
MOMeHTa 06HapY»XKeHNs HapyLeHNs dyHKUMOHUPOBAHMWS;
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ANS MHPOPMALUMOHHbBIX CMCTeM 3 KNacca 3aWMLLEHHOCTM — He bonee 4 Hefdenlb C MOMEHTa
OBOHapy»KeHUs HapyLleHNs PYHKLMOHMPOBAHWS.

54.TlporpamMmMHble,  MPOrpaMMHO-anMnapaTHble  CPeAcTBa,  Mo3BossiolwMe  obecneunTb
BbINOSIHEHME  3HAYMMbIX  PYHKUMI, [OOSKHbI  OblTb  pPasBepHyTbl B OTKA30yCTOMYUBOWA
KOHMpUrypaumm, obecrnedmBatollell BOCCTAHOBMIEHME BbIMOSIHEHWSA 3HAYMMbIX  YHKUMIA B
YCTaHOBJEHHbIN onepaTopoM (obnagaTenem MHMOOPMAUUKM) BO BHYTPEHHWX CTaHAapTax U
perfiaMeHTax no 3auimTe MHOPMaLMN MHTEPBAN BPEMEHN BOCCTAHOBNEHMUS.

55. Onepatopom (obnagatenem MHbopMaLMn) AOHKHO bbITb obecrneyeHo:

Co3[laHMe AOCTAaTOYHOro KOMMYECTBA PEe3epBHbIX KOMWM  MPOrpaMMHbIX, MPOrpPaMMHO -
annapaTHbIX CPEACTB U UX KOHUIypaumi, obecneynBatoLiMx BbiNOSHEHWE 3HAUNMMbIX (DYHKLMI,
HeobxoaMMbIX [N BOCCTAHOBMEHMS BbINOSIHEHWS 3HAYMMbIX PYHKUMIA B YCTAHOBIEHHbIN BO
BHYTPEHHMX CTaHOapTax W perfaMeHTax Mo 3auwute MHQOpMaUMM MHTEpBan BpeMeHM
BOCCTAHOBJIEHWS, 1 Neproamyeckoe TeCTUPOBAHME TaKUX CPeACTB Ha PaboTOCNOCOBHOCTb;

co3flaHve [OCTAaTOYHOrO KOJSMYECTBAa pPe3epBHbIX KOMWA MHdopMaumy, HeobxoanMmon Ans
obecnedeHnss BbIMOMHEHNS 3HAYMMbIX QYHKUMI, @ TakKe WX XpaHeHue Ha pasHbiX Tumnax
MalUMHHBIX  HOCUTener  WMHdpopMauuMM B MecTax, obecneumBaloWmMx  UCKOYeHUe
HeCaHKLUMOHNPOBAHHbIM AOCTYN K Pe3ePBHbIM KOMUAM MHDOPMaLN,

[epnoaMYHOCTb Pe3epBHOro KOMMPOBAHMS, KOMMYECTBO, TUMbl HOCUTENeN, MecTa XpaHeHUs
pe3epBHbIX KOMUA 1 YPOBEHb KPUTUYHOCTU PEe3epBMPYyeMOl MHMOPMAUMM ONpeaensioTcs BO
BHYTPEHHWX CTaHAAPTax 1 pernaMeHTax no 3awimTe MHhopMaumm.

OnepaTop (obnagatenb MHMDOPMaLMN) OOYKEH MPOBOAMTL Nepnoamnyecke, Ho He pexxe 0HOro
pasa B [1Ba rofa, MpoBepKM, B TOM Uncie B opMe TPEHMPOBOK, BO3MOXKHOCTW BOCCTAaHOBEHMS
BbIMOMHEHUSA  3HAYMMbIX (YHKLUMUA C MCMOMb30BaHMEM pPEe3epBHbIX KOMWUIA MPOrpamMMHbIX,
MPOrpaMMHO-annapaTHbix CPeaCcTs W UHDOPMALMK, HEOBXOANMON ANA WX BBINOIHEHNS, C
npuBneYyeHveM paboTHMKOB, 3a0elCTBOBAHHbIX B MPOBeAeHWM paboT Mo BOCCTAHOBMIEHMIO
DYHKLUMOHNPOBAHNA MHDOPMALMOHHBIX CUCTEM.

B cnyyae  npoBegeHMss  MeponpusTMA MO BOCCTAHOBAEHMIO  pYHKLMOHMPOBAHUS
MHMOPMALMOHHbBIX CUCTEM, NX CErMEHTOB, BbIMOSIHAOLMX 3HAUMMbIe PYHKLMM, C MPEBbILIEHNEM
MHTEPBANIOB BPEMEHU MX BOCCTAHOBMEHMSA AOMKHA 06eCneynBaTbCst BO3MOYKHOCTb BbIMOHEHWS
NoSIb30BaTENAMU 3HAUMMbBIX (DYHKUMI, B TOM 4uiC/le B HEAaBTOMATM3MPOBAHHOM pexrMe, B
COOTBETCTBMM C BHYTPEHHWUMM perfiaMmeHTamm no 3almte MHopMaumn.

56. MeponpusaTis Mo MOBbIWEHWIO YPOBHSA 3HAHWI 1 MHDOPMUPOBAHHOCTM MOSb30BaTeNei
MHOPMALMOHHbIX CUCTEM MO BOMPOCaM 3aLLUMTbl MHPOPMALMU JOMMKHBI BKIOYATb:

a) oBefieHVe A0 MoJfib3oBaTeNnen MHPOPMALMOHHbBIX MaTepuanoB, B TOM 4ucie B dopme
NaMsaToK, GaHHepOB, ByKIeTOB, MO aKTyaNlbHbIM BOMPOCaM 3alnTbl MHOpMaLUK;

6) NpoBefeHme NeKUMin, CeMMHAPOB, 0BYYaOLLMX UIP MO BOMPOCAM 3alLUMTbl MHDOPMaLNN;

B) MpoBefeHMe WMUTALUMOHHbBIX PACChbINOK 3M1eKTPOHHbIX MUCEM Ha CNy)KebHble agpeca
3NEKTPOHHOW MOYTbI, MHble CIy>KebHble CpeacTBa KOMMYHUKALUMIA C LLeNbio OLEHKN YCTONYMBOCTM
nofib3oBaTesien K METOAaM COLMANbHOM NHXEHEePUN;

r) NnpoBefeHNe TPEHMPOBOK C MOJIb30BATENAMM MO NMPAKTUYECKON OTPaboTKe MeponpusaTIii Mo
3almMTe  MHMOPMALMKM,  MPeayCMOTPEHHbIX  BHYTPEHHWMM  perfaMeHTamm no  3aumTe
MHMOPMALMK, 1 DOPMUPOBAHMIO HABBIKOB MO 3aLLMTE MHDOPMALUN.

57. MNpuMeHsieMble onepaTopoM (obnapaTteneM MHMOOPMaLUMKM) CMOCObbl MOBbILEHNS YPOBHS
3HaHWIM NONIb30BaTENeN No BOMPOCaM 3almTbl MHMOPMaLMN, NePUOANYHOCTb 1 POPMbI OLLEHKM
YPOBHS 3HaHMI [OMKHbBI ONpefenaTbCs BO BHYTPEHHWX perfiaMeHTax no 3aumute MHbopMaumm.
OueHKa YPOBHS 3HaAHWI [O/MKHA MPOBOAMUTLCSA HE peXke OAHOro pasa B TpW rofda wav nocne
KOMMbIOTEPHOro MHUMIEHTa, NMpomn3olleallero y onepatopa (obnagatens vHdgopmaumy). Ana
NoNb30BaTeNe, Y KOTOPbIX OTCYTCTBYIOT 3HAHMUS MO BOMNPOCAM 3alWMTbl MHPOPMALMM, AOSIMKHO
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ObITb OpPraHM30BaHO MOBTOPHOE MPOXOXKAEHME ObyYaloWMX KypCcoB MO BOMPOCAM 3alUMThI
nHdopmaumu.

58. MNocpencTBOM MpoBedeHUs MeponpusaTUii No 3alimTe MHOPMaUMK NpK B3aMMOAENCTBNN
onepatopa (obnapatens uWHpopMauMmM) ¢ MNOAPSAHBIMU  OpPraHM3auMsMK  OOMKHA  ObiTb
MCKOYeHa  BO3MOXXHOCTb  HECAHKUMOHMPOBAHHOrO  AOCTYMa  MAM  BO3LAEWCTBUMIA  Ha
MH(OPMaLMOHHbIe CUCTEMbI 1 COAEPXKALLLYHOCS B HUX MHPOPMALLMIO Yepe3 B3aMOAeNCTBYOLLME
C  VHMOPMALMOHHbBIMM  CMCTEMAMM  MPOrpaMMHO-annapaTHble  CPeacTBa  MOAPSOHbIX
OpraHM3auMl MAM KaHafbl Nepefaurt OaHHbIX U MHTepdelchl, Ucnonb3yemMble AfAa A0CTyna
NOAPSAHbBIX OPraHM3aLMN K MHPOPMALLMOHHbBIM CUCTEMaM.

OnepaTtopoM (obnagatenem nHpoOpMaLMM) B OTHOLIEHWM NOAPSOHON OpraHM3auMy OOSKHbI
ObITb YCTaHOBNEHbI TpeboBaHWs Mo obecneyeHnto 3aLMTbl MHPOPMALIMK, K KOTOPOM MoJyyeH
OOCTyn.

He ponyckaeTca KonmpoBaHWe MOApPAAHbIMU OPraHW3aUUaAMU MHOPMALMKM, K KOTOPOW 1M
npenocTaBnieH AOCTYM, e/ Takoe KOMMPOBaHMe He NpeayCcMOTPeHO B JOKYMeHTax ornepaTopa
(obnapatens MHMOPMaUMN), Ha OCHOBAHMI KOTOPbLIX MOAPSAHBIM OpraH13aumsM NpeaocTaBeH
AOCTYN K MHDOPMALMOHHbBIM CUCTEMAM.

B MH(POPMAUMOHHBIX CMCTeMaX, OTAENbHbIX MPOrPaMMHO-aMNmMapaTHbIX CPeACTBAX MOAPAAHbBIX
OpraHu3aumi, B KOTOPbIX OCYLLECTBASIOTCS 06paboTka 1 XpaHeHve NosyYeHHOoM B pe3yfbTaTe
NPeaoCTaBNeHHOro [LOCTyna WHMOPMaUMKM, OOMKHbI OblTb MPUHATbI Mepbl MO 3aliuTe
nHdopmaumm. CoctaB MHDOPMALMM, LLeNK ee 3aLLMTbI M KNACChl 3aLMULEHHOCTY, B COOTBETCTBUM
C KOTOPbIMM MOAPSAHBIMA  OPraHM3aUMSMKU  JOJKHbI  OblTb MPUHATHI Mepbl MO 3alluTe
MHpopMaUMM BO  B3aVMMOOENCTBYIOWIMX WMHPOPMALMOHHBIX CUCTeMax, YCTaHaBIMBAOTCS
onepaTopoM (obnagatenem MHMOPMaUMKM) Ha OCHOBaHMM TpeboBaHU BO BHYTPEHHMX
CTaHAAPTax 1 pernaMeHTax no 3aumnTe MHopMaumm,

Pa3paboTka (pa3Butue) U (M) TecTUpoBaHWe MPOrpaMMHOro obecrnevyeHus noapsaHbIMU
OpraH13aumaMm HeNOCPEACTBEHHO B IKCMIyaTUPYeMbIX MHPOPMALMOHHbIX CUCTeMax onepaTopa
(obnapatens HgopMaumm) He gonyckaeTcs. [1ns npoBeneHns paboT no paspaboTke (pa3suTLiO)
M (MNK) TeCcTUpOBaHUIO MPOrPaMMHOro obecrnedeHns paboTHWKAM MOAPSOHBIX OpraHM3aLMi
AOSXKeH BbITb NMpefocTaBneH OOCTYN K BblAeNeHHbIM ANS NPOBEAEHUs TakMx paboT cTeHaam
Pa3paboTKu M (MNK) TECTUPOBAHWS, KOTOPbIE AOMXKHbI ObITb M30NMPOBAHBI OT SKCMYaTUPYEMbIX
MHMOPMALMOHHBIX CUCTEM onepaTopa (obnapgatens uvHgopMauumy). KoHTponb AocTyna
NOAPSAHbBIX OPraHM3aLMii K CTeHAAM pa3paboTkuM (pa3BuTus) U (MIK) TECTMPOBAHMUSA AOSKEH
OCYLLECTBAATLCA B COOTBETCTBUM C BHYTPEHHWUMY pernaMeHTamu no 3amTte nHpopMaumni.

59. ocpencTBoM MNpoBefeHVss MeponpuaTUii MO OpraHu3auMn 1 NpPOBeAeHMIO 3alnTbl OT
KOMMbIOTEPHbIX aTaK, HaMpaBfieHHbIX Ha OTKa3 B ODOCNYXMBaHWW, AOSKHA ObITb MCKOYEHa
BO3MOXHOCTb GJIOKMPOBaHNSI aBTOPM30BaHHbBIM NOMb30BaTENAM AOCTYMNa K MHPOPMALMOHHbBIM
cucTeMam 1 (MnK) cofepykalleiics B HUX MHMOPMaLMM BCNEACTBME HECAHKLMOHMPOBAHHbIX
BO3MENCTBUI Ha UHTepdelcbl, MopTbl, CEPBUCHbI, K KOTOPbIM [O/MHKEeH OblTb obecneyeH
MOCTOSIHHbBIN [OCTYN 13 ceTu «/IHTepHeT».

OnepatopoM (obnagatenem WHdoOpMaLMKM) OOMKHO ObiTb obecrneyeHo B3aMMOAENCTBUE C
rOCYy[apCTBEHHOW CUCTEMOM OBHApyXXeHWs, npeaynpexmneHus v AMKBMAAUMN NOCNeacTBUl
KOMMbIOTEPHbIX aTak Ha WHQOPMaUMOHHble pecypcbl Poccuniickon ®depepaumn, a Takke
B3aMMOJENCTBME B aBTOMATU3MPOBAHHOM pexxrMme C LLeHTpOM MOHWTOPWMHIa M yrnpaBfeHus
CeTbto CBSA3M 06LLEero Nosb3oBaHna.

9 MyHKT 5 MonoxkeHns o LleHTpe MOHUTOPWHIa 1 yNpaBReHns CeTbo CBA3M 06LLEro Nob30BaHNs, yTBEP)KAEHHOro
npuvkasoM PockoMHaazopa oT 31 nona 2019 r. NO 225 (sapernctpuposaH MuHioctom Poccunn 22 Hoabps 2019 1,
perncTpaunoHHbii NO 56583), ¢ M3MeHeHWaMK, BHECEHHbIMU NMprKa3zoM PockoMHanzopa oT 24 anpend 2024 .

NO 73 (3apeructpuposar MuHioctom Poccum 6 uioHa 2024 r., pernctpaumoHHbii NO 78486).
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MeponpuaTns, npenycMOTPeHHble  HAcTOAWMM  MYHKTOM, AO/MKHbI  OCYLIEeCTBAATbCA  C
NpuMBAeYEeHNEM MPOBANAEPOB XOCTUHIA UM OPraHn3auui, NpeaoCcTaBASIOLMX YCIYrn CBA3N,
WNIN OPraHn3aLmMii, OKa3bIBAOLLMX YCIYT MO KOHTPOMO, PUNbTpaumm 1 610KMPOBaHMIO CeTeBbIX
3aMpocoB, obnafalolMX MPU3HAKaMKM  KOMMbIOTEPHbIX aTaK, HampaBfieHHbIX Ha OTKa3 B
obcny>kmBaHuu.  [porpaMMHO-anmnapaTHble  CPeacTBa, WCMoSb3yemble  [O719  KOHTPOSS,
dunbTpauMm 1 BNOKMPOBAHMA CETEBbIX 3arnpocoB, o0bfaAaloWMX MNPU3HAKaAMKU  aTak,
HanpaBreHHbIX Ha OTKa3 B OOCHYXXMBaHWUM, AO/MKHbI OblITb PACMONOXeHbl Ha TeppuUTopun
Poccuiickon @epepaumn.

ObecneyeHre JOCTYMHOCTN U3 ceTU «HTepHET» MHTePMdEeNCoB 1 CepBUCOB MHDOPMALIMOHHbIX
CUcTeM, noonexallyx 3aliuMTe OT KOMMbIOTEPHbIX aTaK, HamnpaBfeHHbIX Ha OTKa3 B
0BCNY)KMBaHWM, OOMKHO OCYLLECTBAATLCS B COOTBETCTBMM C BHYTPEHHUMU PErflaMeHTaMu no
3alMTe MHOPMALMK MO COTNIACOBAHMIO CO CTPYKTYPHbIM Noapa3saeneHneM (crneuyanmcraMmm) no
3aWMTe MHMOPMALMKM MNOCTE MPUHATUA Mep MO KOHTPOO M GUNbTPaUUN UCXOASLIEro U
BXOIALLEro CeTeBoro Tpaduka B COOTBETCTBMM C MepeyHeM pecypcoB ceTu «/IHTepHeT», ¢
KOTOPbIMM MOXET B3aMMO1eNCTBOBATb MHOPMALMOHHAS CUCTEMA, BKITOYAOLLIMM UCXOOALLIMI U
BXOIALLNI CETeBbIE MOTOKM, UX XaPaKTEPUCTUKM U UCMOSb3yeMble MPOTOKObI.

60. [MocpeacTBoM MnpoBefeHNs MeponpuaThiA Mo obecnedeHuto 3alnTbl MHpOPMaLMK Npu
MCMOMb30BaHUN  ON9  PYHKUMOHMPOBAHUA  MHAOPMALMOHHBIX  CUCTEM  NCKYCCTBEHHOMO
nHTennekTa?® nonXkHa 6blTb 0becneyeHa BO3IMOXHOCTb UCKIIOYEHWS HeCaHKUMOHUPOBAHHOMO
JOoCTyna K MHdoOpMauMm — MM  BO3AENCTBUA  HA  MHAOPMALMOHHbIE  CUCTEMSbI,
HECaHKUMOHWPOBAHHOIO  PacnpoOCTPaHeHns ©  MoouduKaumm  MHpopMaLMK, a  Takke
MCMONb30BaHNA MHMOPMALMOHHBIX CUCTEM He MO WX Ha3HaYeHUIo 3a CYeT BO3AEeMCTBUS Ha
Habopbl OaHHbIX?, NpUMeHsieMble MoAeny UCKYCCTBEHHOro MHTeNNeKkTa? 1 1x napameTpbl?,
NpOoLEecchbl 1 CePBUCHI MO 06paboTKe AaHHbIX 1 MOUCKY pelleHnin?,

He ponyckaeTcs nepefava nuuy, pa3paboTaBlieMy MoAesnb WCKYCCTBEHHOrO WHTENeKTa,
MHOpPMaLMK OrpaHNYEHHOrO OCTYMNa, COAEPXALLENCS B MHDOPMALMOHHBIX CUCTEMAX, B TOM
ymcne Ans yaydweHns yHKUMOHMPOBAHNS MOLENN NCKYCCTBEHHOMO MHTENeKTa.

61. MNpn B3aMMOOENCTBMM MOMb30BaTeNe B LENsSX BbIMOSHEHUS VMK CBOMX 06SI3aHHOCTEMN
(DYHKLMIM) C cepBMCaMM Ha OCHOBE WCKYCCTBEHHOrO MHTEN1eKTa NoCpeaCcTBOM HarnpaBeHus
3aMpoca 1 Nosny4eHns oTBeTa JOMKHbI ObiTb:

a) Npv B3aMMOAencTBMM B popMaTe CTPOro 3aaHHbIX 1ablOHOB 3aMpoOCOB 1 OTBETOB:

onpenenexHbl LLIaBIOHbI 3arnpocos ﬂOﬂb3OBaTeﬂel>'I, HamnpaBdeMbIX B I/ICKYCCTBGHHbIl\/JI VMHTEeNNEeKT,
n obecneyeH KOHTPOJIb COOTBETCTBNA 3aMpOCOB YCTAHOB/TEHHbBIM LIJa6J'IOHaM;

onpeneneHbl WAabMOHbI OTBETOB WCKYCCTBEHHOIO WHTENIeKTa U obecrneyeH KOHTPOSb
COOTBETCTBMSI OTBETOB YCTAHOBJIEHHbIM OMepaTopoMm (obnagaTtenem nHpopMaumm) WabnoHaMm;

6) Npu B3aMMOAeNCcTBUM B popMaTe CBOOOAHOM TEKCTOBOW POPMbI 3aNpOCOB 1 OTBETOB!

onpeneneHbl OJ14 HaMpaBideMblX B l/ICKyCCTBeHHbIIZ NHTENIEKT 3alpocCcoB nosb3oBaTesnen
OOoNnyCcTnMble TeMaTuKu1 ” obecneueH KOHTPOJIb COOTBETCTBMA 3alpoCcoB OOMNyCTNMbIM
TeMaTUKaM;

onpepeneHbl hopMaTbl OTBETOB UCKYCCTBEHHOMO MHTENeKTa B COOTBETCTBUM C LOMYCTUMbIMY
TemMaTMkaMm 1 obecrneyeH KOHTPOSb COOTBETCTBMS OTBETOB YCTAHOBJIEHHbIM OMEPaTOPOM
(obnapatenem nHMopMaLmm) hopMaTam 1 JOMYyCTUMbIM TEMATUKAM;

20 MofnyHKT «a» NyHkTa 5 HauroHanbHOM CTpaTernm pasBuTUsSt UCKYCCTBEHHOMO MHTENMEeKTa.
2 MoAnyHKT «a» NyHKTa 5 HaumoHanbHoOM cTpaTermmn passuThs MCKYCCTBEHHOMO MHTENEKTa.
2 [MoanyHKT «p» NyHKTa 5 HauvoHanbHOM CTpaTernu pasBuTUsSt UCKYCCTBEHHOO MHTENMeKTa.
2 [MoANyHKT «T» NyHKTa 5 HaumoHanbHoM cTpaTermmn passuTms MCKYCCTBEHHOMO MHTENEKTa.
24 Tof4NyHKT «a» NyHKTa 5 HauroHanbHOM cTpaTerny pasBuTIS UCKYCCTBEHHOMO MHTeNeKTa.
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B) pa3pa60TaHb| CTaTnctnyeckme Kputepnn Ond  BblidB1eHWMA HeOOCTOBEPHbIX OTBETOB
NCKYCCTBEHHOIO MHTEJIJ1IeKTa OJ1d nocienyrouiero c6opa N aHaJIM3a HeJOCTOBEPHbIX OTBETOB;

r) obecrneyeHo pearvpoBaHMe Ha HeOoCTOBEepPHble OTBeTbl WCKYCCTBEHHOrO MHTEeNseKTa
NoCPeAcTBOM OrpaHuYeHuns 061acTi NPUHMMAEMbIX PeWeHU 1 (Mnn) peannsaunu dyHKLUUI
MHMOPMALMOHHOM CUCTEMbI Ha OCHOBE HeJOCTOBEPHbIX OTBETOB MCKYCCTBEHHOMO MHTENSIeKTa.

Mpv MCNONb30BaHNK B MHDOPMALIMOHHBIX CUCTEMAX UCKYCCTBEHHOIO MHTENNEKTa UV CEPBUCOB
Ha OCHOBe WCKYCCTBEHHOIO MHTeNIeKTa AOMKHO OblTb MCKKYEHO HepernaMeHTUpPOBaHHOe
BNMSAHME NCKYCCTBEHHOMO MHTENIEeKTa Ha MapaMeTpbl MOAENM UCKYCCTBEHHOIO MHTENeKTa 1 Ha
DYHKUMOHNPOBaHME MHDPOPMALMOHHbIX CUCTEM.

HeI'IOCpe,ELCTBeHHO B COCTaB I/IHCbOpMaLI,I/]OHHbIX cncTteM AOOJDKHbl BKJTHOYATbCA OOBEpEeHHble
TEXHOIOIMM NCKYCCTBEHHOTI O NHTENNEKTa?® N UX KOMIMOHEHTbI.

62. MepOﬂpl/lFlTl/IFl no peaimMsaunn B I/IHCbOpMaLI,I/IOHHbIX cncteMax Mep no unx 3aunte U
conepmameﬁlcg B HANX I/IHCbOpMaLI,I/II/I OOJDKHbI BKJTHOYATb:

1) peanuzaumo 6a30BbIX Mep 3aWUTbl MHPOPMALMOHHBIX CUCTEM U COAEPXKALLeNcs B HUX
MHOPMaLUMM COOTBETCTBYIOLIMX KIACCOB 3aLUMUIEHHOCTY, YCTAaHABMMBAEMbIX OMepaTopoM
(obnapatenem nHpopMauMK);

2)apanTaumio 6a3oBbiX Mep 3alMTbl MHPOPMAUMOHHbBIX CUCTEM W COOEPXKALLEeNCcs B HUX
MHpOPMaLMM MPUMEHUTENBHO K apXUTeKType WH(POPMALMOHHbBIX CUCTEM, MPUMEHSEMbIM
MHPOPMALMOHHBIM  TEXHOMOMMSIM,  OCOBEHHOCTAM  PYHKLMOHMPOBAHUS  MHMDOPMALUMOHHbIX
cncTem;

3) BepudurKaumMio afanTMpoBaHHOro 6a30BbiX Mep 3almTbl MHPOPMAUMOHHBIX CUCTEM U
colepyallenics B  HWUX MHPOPMaUMM B COOTBETCTBMM C  aKTyallbHbIMK  yrpo3amm W
BO3MOYKHOCTAMM HapyLWTenen, ux 4ONoHeHve 1 (Mnun) ycuneHne.

63. B MHpOPMaUMOHHbBIX CUCTEMAX AOSHKHbI OblTb peanv3oBaHbl cneaytolle 6a3oBble Mepbl
3aLUNTbl MHDOPMALMOHHbBIX CUCTEM 1 COAEPXKALLENCS B HUX MHOPMaUUK:

a) AEHTUDNKALNS 1 ayTEHTUDUKALUS;

6) ynpaBneHmne 0OCTyrnowM;

B) perucTpaums cobbiTnin 6esonacHoCTu;

r) 3aWMTa BUPTyanm3aumm 1 obnadHbIX BblYMCIEHUIA?S;

1) 3aUMTa TEXHONOT M KOHTENHEPHbIX CPefl U UX OpKecTpaumnmn?’;

)
e) 3aLMTa CEPBUCOB 3M1EKTPOHHOM NOYTbI;

»K) 3aLLMTa BE6-TexHOorni;

3) 3aLWMTa NPOrpPaMMHbIX MHTepdencoB B3anNMOAeNCTBIS MPUIOXKEHWI;
M) 3aLLMTa KOHEYUHbIX YCTPOWCTB;
)

K) 3aLLMTa MOBUbHbBIX YCTPOMNCTB;

2 MNoAnyHKT «U» NyHKTa 5 HaumnoHanbHOM cTpaTernm pa3sBuTug MCKYCCTBEHHOTO MHTENeKTa.
26 MoanyHKT «uy» nyHkTa 4 CTpaTeruv passmTtns MHdopMaumoHHoro obulectsa B Poccuiickon @epepaumm Ha 2017
— 2030 roabl, yTBepxKAeHHOM YKa3oM [Npe3snaeHTa Poccninckol ®epepaumm o1 9 mas 2017 . NO 203.

27 TyHKT 3.10 HaumoHanbHoro ctaHaapTa Poccniickon @epepaumn TOCT P 70860-2023 «MHbopMaumoHHble
TexHonoruv. Obnaynble BbluncneHus. ObLimne TeXHONOMMM U MeTObl», YTBEPXKAEHHOrO 1 BBEEHHOrO B AeicTBMe
npukasoM PocctaHpapTa oT 28 aBrycta 2023 . NO 700-cT (M., ®IBY «NHcTuTYT cTannaptmsaunny, 2023).
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1) 3aLLMTa TEXHONOT A MHTePHeTa BeLlen?;

M) 3alLUNTa TOYEK 6eC|'IpOBO,£I,HOI'O AOCTYyMNa;

0) ObHapy>KeHme 1 NpeaoTBPaLLeHne BTOPXKEHMIA Ha CETEBOM YPOBHE;

H) AHTUBMPYCHadA 3aLlLNTa;
H) CerMeHTaund N MexxceTeBoe 3KpaHMPpOBaHNE;

p) 3allNTa OT KOMMbIOTEPHbIX aTak, HamnpaBJIeHHbIX Ha OTKa3 B O6CJ'Iy)+(l/IBaHl/Il/I;
C) 3allNTa KaHa10B nepenayn JaHHbIX M CeTeBOro B3aI/IMO,£I,eVICTBl/I§I.

64. Peanuzaums Mep no 3awmte WHMOPMAUMOHHBIX CUCTEM W COOEpPIKALLenca B HUX
nHdopMaLmK, noanexallime peannsaumm, oMKHa obecneyrBaTh 3alMTy OT HapyLIMTeNen co
cnenyoLMM YPOBHAMK BO3MOXKHOCTEM:

B MH(OPMALUMOHHbBIX CUCTeMax 3 K/acca 3allMLIEeHHOCTM — OT HapylwuTener ¢ 6a30BbiM
YPOBHEM BO3MOXHOCTEW;

B MH(DOPMAUMOHHBIX CMCTEMAX 2 Kacca 3aWMLLEHHOCTM — OT HapywwuTeneln C NoBbILEHHbIM
YPOBHEM BO3MOXKHOCTEM;

B MHDOPMALMOHHbIX CMCTeMax 1 Knacca 3almLLeHHOCTU — OT HapyLLMTEesNen C BbICOKMM YPOBHEM
BO3MOXHOCTEMN.

OnepaTtopoMm (obnagatenemM MHMOPMaLMIN) MOXKET BblTb MPUHATO pelleHne O MPUMEHEHN Mep
3aLUNTBl MHPOPMALMOHHbBIX CUCTEM 1 COAEPXKALLENCS B HUX MHAPOPMALMM OT HapyLIUTenem ¢
Bonee BbICOKMM YPOBHEM BO3MOXKHOCTEIA.

65. C uenbto NoATBEeP)KAEHWSA OCTATOYHOCTU MPUHATBIX Mep 3aLMTbl MHDOPMALMOHHbIX CUCTEM
M copepyallencs B HUX MHopMauMmn 00 Hadana obpaboTku 1 (Mnn) xpaHeHus MHOPMaLMK B
roCyapCTBEHHbIX MHPOPMALMOHHbBIX CUCTEMAxX OOSKHA ObiTb MpoBeAeHa KX aTTecTaumsa *° Ha
cooTBeTcTBMe TpeboBaHMAM B COOTBETCTBUM C [TOpsAAKOM OpraHm3aLmn n nposeneHuns paboT no
aTTecTaumm 0b6bEeKTOB MHDOPMATM3ALMM HA COOTBETCTBME TPEHOBAHNAM O 3aLLMTe MHpOPMaL NN
OrPaHWYEHHOro AO0CTYyMa, He COCTaBASioWler [OCYAapCTBEHHYIO TalHy, YTBEepPXKAEeHHbIM
npukaszom GCTOK Poccum o1 29 anpena 2021 . NO 7730,

PelueHre 0 HEOBXOAMMOCTM aTTeCTauMmM WHbIX MHMDOPMALMOHHBIX CUCTEM TOCYAAPCTBEHHbBIX
OpPraHoB, [rOCYLAPCTBEHHbIX YHWUTAPHbIX NPeanpuaTUiA, TOCYLAPCTBEHHbLIX  yYpeXxaeHUN
NPUHMMAeTCa pyKoBoauTeneM onepaTopa (obnagatens nHpopMaumm), OTBETCTBEHHbBIM JIULIOM.

66. MeponpuaTna No KOHTPOJIO YPOBHS 3aLUMLLEHHOCTM MHMOoPMaUMK, coaepyallencs B
MHOPMAUMOHHBIX CUCTeMax, [OMKHbI obecnedrBaTb BKIOYEHME MNPOBEOEHUS OLEHKM
BO3MOYXHOCTEM  HapyleHus  6e3omacHoCcTM  uHdopMauum 1 (MnK)  HapylleHus
DYHKLUMOHNPOBAHUSA MHDOPMALMOHHBIX CUCTEM BHELLHNUMW 1 BHYTPEHHUMM HapYLLINTEeNAMU.

KOHTpOMb YPOBHSA 3alUMLLEHHOCTM WMHMOPMALUMM AOSKEH MPOBOAMTLCS B COOTBETCTBUM C
BHYTPEHHWUMMW perflaMeHTamm no 3amTe MHOPMaLMKM OOHUM UM COBOKYMHOCTbBIO C1eAyOLLMX
MeTOA0B:

a) aBTOMaTN3NPOBaHHOE U (MNIK) PyYHOE BbiIBNIEHWE YA3BUMOCTEN MHDOPMALIMOHHbBIX CUCTEM C
noc/ieayroLert 3KCNepTHOM OUEHKOW BO3MOXXHOCTW WX MCMOMb30BaHWSA HapylwmMTenemM ans

28 [MoanyHKT «B» NyHkTa 4 CTpaTerun passutus nHopMaLMoHHOro obulectsa B Poccuiickoit Penepaunm Ha 2017
— 2030 ronbl, yTBepxxaeHHol Yka3om Mpe3sunpeHTa Poccninckot ®epepaunm o1 9 Maa 2017 r. NO 203.

2 NoanyHkT 13.3 nyHkTa 8 Monoskeruns o PCTIK Poccmm

30 3aperuvcTpupoBaH MuHioctoM Poccun 10 aBrycta 2021 r., peructpaunoHHbii NO 64589.



G KPELO-C

CUCTEeMHbIA MHTerpaTop

HapylleHusa  6e3onacHocT  MHbopMaunn  u - (MAKM)  HapyweHus  dYHKLUOHMPOBAHMA
MHOPMALMOHHbIX CUCTEM;

6) BbiABJIeHNE HECaHKUMNOHNPOBAHHDBIX I'IOJ:I,KJ'HOLIGHI/II\/JI yCTpOVICTB K I/IHCbOpMaLLl/IOHHbIM CcncTeMam;

B) TECTMPOBaHME MHPOPMALMOHHbBIX CUCTEM MyTeM MOLENMPOBaHUA peanv3auny akTyanbHbIX
Yrpo3 C Les1bto OLEHKM BO3IMOXHOCTEN HeCAHKLMOHNMPOBAHHOIO AOCTYNa K HAM (BO3AeNCTBMI Ha
HUX) UK MOBbIWEHWS NPUBUMErMA MPX Peanmn3oBaHHbIX MeponpuaTUax 1 Mepax Mo 3alimTe
MHOPMALMOHHbBIX CUCTEM U COAEPIKALLENCS B HUX MHDOPMaLMK;

r) npoBefeHVe B COOTBETCTBUM C MIaHOM TPEHUPOBOK MO 0TPaboTke paboTHWKaMK onepaTopa
(obnapaTtens nHoOpMaLMM) AEUCTBMA MO 0becneueHto YPOBHS 3aLLMLLEHHOCTY MHOPMaUMK,
coflepyKalleiics B MH(OPMaLUMOHHbBIX CUCTEMAX, B YCIIOBUAX Peanmn3almnm akTyasnbHbIX Yrpo3s.

67. KOHTpOb YPOBHS 3aLLMLLEHHOCTM MHOPMALLMM LLOSHKEH NPOBOAMTHCS HE PeXKe OAHOr0 pasa
B TPW rofia v Nocsie KOMMbIOTEPHOrO MHUMAEHTA, NPOM30LLUeALLero y onepaTopa (obnagatens
nHdopmaumm). MeTofbl KOHTPOSIS YPOBHS 3aLUMLLEHHOCTU MHAPOPMALLMM 1N NEPUOANYHOCTL ero
npoBedeHMs onpefensaoTcs onepatopoMm (obnagateneM MHMOOPMAUMKM) BO BHYTPEHHEM
pernameHTe.

Mo  pe3ynbTaTaM  MpoOBefeHMs  KOHTPOMA  YPOBHA  3aLUMUIEHHOCTV  MHOpMaunu
pa3pabaTbiBaeTCs OTYET, KOTOPbIV MOAMMCHIBAETCS NMUAMK, MPOBOAMBLUMMUK KOHTPOb. OTueT
NOJKEH ObiTb NpeAcTaBfeH B TedeHne 3 pabounx fHel ¢ AaTbl 3aBEpLUEHNS KOHTPOS YPOBHS
3aWMUEHHOCTU  MHOPMaUMK  pyKoBOAMTENO onepatopa (obnamatens uvHdopmaumm),
OTBETCTBEHHOMY MWLy ON19 NPUHATUS NPU HEOOXOAMMOCTY pelLleHNst PyKOBOAUTENA onepaTopa
(obnapgatens wuHpoOpMaUMKM) O BbIOENEHUW PecypcoB C UeSblo  MOBbLILWEHUS  YPOBHS
3aWMLLEHHOCTU MHopMaumm. OTUeT HanpaBnseTca onepaTtopoMm (obnagatenem nHgopMaumm)
B OCTOK Poccum B TedeHme 5 paboumx gHelr ¢ AaTbl 3aBepLUeHMS KOHTPOMA YPOBHS
3aLUMLLEHHOCTM MHPOPMALLMM B LLENAX MOHUTOPUHIA TEKYLLErO COCTOAHMS TEXHNYECKOM 3aLLMTbl
nHdpopmaumm.

68. Meponpuatia 1 Mepbl MO 3awWMTe MHMOPMaUUKM, NpeaycMOTPeHHble TpeboBaHusamu,
JIOMKHbl  peanv30BbIBaTbCA OnepaTopoM (obnamateneM MHMOPMaUMM) C UCMOMb30BaHMEM
meToanyeckmx nokymeHtoB GCTIK Poccun.

69. MpKn OTCYTCTBMM BO3MOXKHOCTI peann3aumm oTaeNbHbIX MEPOMNPUATIIA U (MNN) NPUHATUS Mep
no 3auMTe WMHMOPMAUMW B COOTBETCTBMM C TpeboBaHMaMM onepaTopoM (obnanatenem
MHMOPMaLMK)  AOMKHbI  OblTb  pa3paboTaHbl 1 BHEAPEHbl  KOMMEHCUpyloUMe  Mepbl,
nossonsiolve obecnednTb 6NOKMpPOBaHWE (HEUTPanuU3aLMio) aKTyanbHbIX yrpo3. [1py 3ToM
onepaTopoM (obnagatenemM WMHMOPMALMKM) [OOMKHO ObiTb  OBOCHOBAHO MpUMEHeHKne
KOMMEHCUPYIOLWMX Mep Ha 3Tamne co3faHusg MHMOPMAUMOHHbBIX CUCTEM, @ Mpu aTTecTauuu
MHMOPMALMOHHBIX CUCTEM — MOATBEPXKOEHA WX 3PPeKTUBHOCTb ANns  OnoKMpoBaHMA
(HeMTpanu3aumnn) akTyanbHbIX yrpo3s.

70. TexHnueckme Mepbl MO 3alMTe WHGOPMALMKU AOSKHbI MPUHMMATBCS Ha annapaTHOM,
CUCTEMHOM, MPUKNAAHOM YPOBHSIX, a Takke B WMHPOPMALMOHHO-TENEKOMMYHUKALLMOHHOM
MHPACTPYKTYpe Npy ee Hannuuu. Ha annapaTHOM 1 CUCTEMHOM YPOBHSIX 3aLLMTa MHPOPMaLLUM
NOJKHa 0becneyrBaTbhCa NOCPEACTBOM MNPUMEHEHNs BCTPOEHHbIX B anmnapaTHoe obecneyeHune 1
CUCTEMHOe MPOrpaMMHOe obecrneveHne CpeacTB 3aliMTbl MHbOpMauMn. Ha nprknagHoM wu
ceTeBOM (MHMPACTPYKTYPHOM) YPOBHAX 3allMTa WMHGOpPMaUMKM AOMKHA 0becneunBaThcs
NpUMeHeHneM BCTPOEHHbIX B MPUKIaAHOe MporpaMMHoe obecneyeHne CpeacTB 3aliMTbl
MHopMaLUK 1 (MK) NPUMEHEHNEM HANOXKEHHbBIX U CETEBbIX CPECTB 3aLUMTbl MHOPMaLUK.

71. Ing 3awmThl MHDOPMALMIM AOHKHBI MPUMEHATLCH CepTUdULIMPOBaHHbIe CPeACTBa 3aLLUMTbI
MHpopMaUMM B COOTBETCTBMM C  WMHCTPYKUMSMUK (MpaBunammn) Mo KX 3SKCyaTaumy,
YCTAHOBJMIEHHbIMM  pa3paboTumMKamMmn B IKCMAyaTaLMOHHOW LOKyMeHTauuu. [IprvMeHseMble
CpencTBa 3alnTbl MHPOPMALMM AOIKHbBI ObITb 0becneyeHbl CO CTOPOHbI X Pa3paboTuMKoB
NOAAEePXKKOM 6e3omacHoCTM Ha Tepputopumn Poccuiickon Pemepaumy, BKIOYAA BbIMYCK U
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npmMeHeHmne ObHOBNEHNM NporpaMMHOro O6€CI’I€‘-1€HI/IFI, O6€C|‘|eh|l/lBa|-OLLI,I/IX YCTpaHeHne
BblABJIE€HHbIX y93Bl/IMOCTeVI, ,El,ereKTOB M HeJOCTaTKOB.

CpeacrtBa  3aWuTbl  MHQOPMaUMM  AOIKHbI  MPUMEHATbCA € CObmtofeHreM  3anpeTos,
YCTaHOBJIEHHbIX MYHKTOM 6 YKa3a [pe3ngeHTa Poccninckon Gepepaumm ot 1 maa 2022 r. NO 250
«O DononHUTeNbHbIX Mepax no obecrneyeHuto MHMOPMALMOHHONM Be3onacHocTU Poccuinckon
Ddepnepaunmy.

72. MpuMeHsieMble  cepTUMUUMPOBAHHbIE  CPeacTBa  3alMTbl  MHMOPMaUMM  AOSIKHbI
COOTBETCTBOBATH:!

AN 3alKTbl MHPOPMALMOHHBIX cucTeM 1 Knacca 3alMUIeHHOCTM — He Hbke yeM 4 Knaccy
33Tl M YPOBHIO goBepunsh

ONA 3alUnTbl I/IHCbOpMaLLI/IOHHbIX CMcTeM 2 KNacca 3alMLLIEeHHOCT — He Huke yem 5 Kaccy
3alNTbl N YPOBHIO JOBepU4,;

ANS 3aLWLMTBI MHPOPMALMOHHbIX CUCTeM 3 Kacca 3alMULEeHHOCTU — 6 KIacCy 3aLLUMTbl M YPOBHIO
oBepus.

73.Ha cTagmsax »KM3HEHHOro UMKa rocydapCTBEHHbIX MHPOPMAUMOHHbBIX CUCTEM Mepbl Mo
3almTe MHPOPMALMM OOHKHbI MPUHMMATBCS 3aKa3dmnKamm, orepaTtopaMi B COOTBETCTBMM C
TpeboBaHMAMM K MOPAAKY CO3AaHVA, Pa3BUTKA, BBOAA B SKCMTyaTaLMIO, SKCNIyaTaunn 1 BbIBOAA
M3 IKCMyaTauMM rocyfapCTBEHHbIX WMH(OPMALMOHHbBIX CUCTEM U [aflbHeMWero xpaHeHus
cofepykallenca B Mx 6a3ax AaHHbIX MHQOpPMaUMKM, YTBEP)KIOEeHHbIMW MOCTaHOBIIEHMEM
MNpaBuTenbcTBa Poccuiickon @epepaunn ot 6 nona 2015 1. NO 676, Ha cTagmsax XM3HEHHOrO
UMK MHbBIX MHDOPMALMOHHbBIX CUCTEM — B COOTBETCTBUW C pa3fesioM 5 HaumoHanbHOro
ctanpapta Poccurickon @epepaumm FTOCT P 51583-2014 «3awmTa mHbopMaumn. Nopsaok
CO3[laHMa aBTOMATM3MPOBAHHbBIX CUCTEM B 3alUMLLIEHHOM ncnofiHeHun. Obuimne TpeboBaHMA.y,
YTBEPXAEHHOrO 1 BBEIEHHOIO B eNCTBMe Npuka3omM PocctanaapTa oT 28 aHBaps 2014 r. NO 3-
cT (M., @'Y «CraHpaptuHdopmy, 2014).

[NprnoxxeHwue K
TpeboBaHWsaM 0 3alIMTe MHPOPMaLUK, COOEePIKALLENCS B FOCYAAaPCTBEHHbIX

MHOPMALMOHHBIX CUCTEMAX, MHbIX MH(OPMALMOHHbBIX CUCTEMAX FOCYAAPCTBEHHbIX OPraHoB,
FOCYLapPCTBEHHbBIX YHUTAPHbBIX NMPeanpusaTUi, roCcydapCTBEHHbIX YUPEXAEHUN, YTBEPKAEHHbIM
npvkazom GCTIK Poccum

OoT «___»anpens 2025r. NO ____

TpeboBaHus K onpeaeneHunio Knacca 3awmuweHHOCTU MHPOPMALMOHHOW CUCTEMDI

1. OnepatopoM (obnagatenem MHPOPMALMM) YCTAHABAMBAIOTCS TPW KJ1AcCa 3aLLUMLLEHHOCTY
MHPOPMAUMOHHBIX CUCTEeM, onpedensiolye yYpoBHM 3alMLWEHHOCTM COAEP)KaLLencs B HUX
nHdopMaumm.

CaMbIl HW3KWA KNacC — TPeTWi, CaMblil BbICOKMM — nepBbld. Knacc 3aumuleHHoCTm
MHMOPMALIMOHHOM ccTeMbl (NepBbIit Knacc (nanee — K1), BTopoit knacc (nanee — K2), TpeTtnia
knacc (nanee — K3) onpenendeTcs B 3aBMCMMOCTM OT YPOBHS 3HAUYMMOCTUN MHDOPMaLUMn (aanee

3LyHKT 2, noanyHKT 13.1 nyHkT 8 Monoxernsa o PCTIK Poccnn.
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— Y3), obpabaTbiBaemMolt B 3ToN MHDOPMALMOHHOW c1ucTemMe, 1 MacluTaba MHMDOPMALIMOHHOM
CUCTEeMBI.

2. YpoBeHb 3HAYMMOCTM MHOPMALMK onpeaendeTcs B 3aBUCMMOCTU OT CTeMNeH BO3MOXKHbIX
HeraTMBHbIX MocneacTsui (yuiepba) ans obnagatend mHbopMauum u (Mnu) onepaTtopa oOT
HapyLleHVs KOHMUOeHUMANbHOCTU (HenpaBoMepHble AOCTYM, KOMMPOBaHMe, npeaocTaBieHmne
WAV PacnpOCTPaHeHne), LenoCTHOCTM (HernpaBoMepHble YHNUTOXKEHME N MOANMDULMPOBAHME)
MW OOCTYMHOCTX (HenpaBoMepHoe BoKMpoBaHMe) MHbopMaun. HeraTneHble NocnencTsums
(yuiepb) onpenenatoTca B TOM YMCIe Ha OCHOBE NMepeYyHs HeraTMBHbIX MOCeACTBUNA, BKITIOYEHHbIX
B 6aHK AaHHbIX yrpo3 6e3onacHocTn nHbopMaunn GCTIK Poccun.

CTeneHb BO3MOXHOMO yllepba onpefensercd obnagatenemM WHMOOPMaLMK UM ONepaTopoM
(obnapaTeneM MHMOPMaLIMK) B COOTBETCTBUM C Tabnuuen 1:

Ta6bnuual

Bo3MOoXHbIM yLep6 oT HapyLueHMs 6e3onacHoCTU
nHdopMauum 1 (Mnu) PyHKLMOHUPOBAHUS MHDOPMALLUOHHOM
cucTeMmbl

CTeneHb BO3MO>XHOIO
ywepba

BO3MOXHbI  CyllecTBEHHble  HeraTWBHble  MOCNEeACTBMA B
COUMANbHOW, MONUTUYECKOW, MEeXOYHAPOAHOW, IKOHOMUYECKON,
Bbicokas PUHAHCOBOM WA  WHbIX 0bnacTax nesTefNbHOCTM U (M)
MHpOPMaLMOHHaa cuctemMa K (Mnu) onepatop, obnamatenb
MHOPMALMM HE MOTYT BbIMOMHATH BO3MOXEHHbIE Ha HUX (DY HKLUMK

B0O3MOyKHbI yMepeHHble HeraTuBHbIe NOCenCTBMA B COLMANBHOM,
NOSIUTUYECKON, MeIyHapOA4HOW, 3KOHOMMYECKOW, hUHAHCOBOM
CpeaHsis AW MHbIX 0bNacTax AeaTenbHoCcTM M (M) MHDOPMALMOHHAS
cnctema U (Mnm) onepaTop, obnagatenb MHDOPMAUUN He MOryT
BbIMOJIHATb XOTS 6bl OAHY 13 BO3MOMEHHbIX Ha HX (DYHKLMI

BO3MO)KHbI  He3HauuTeslbHble HeraTWBHble MOCNeaAcTBUS B
COUMANBbHOWN, MOANTUYECKOW, MeXXAYHAPOOHOW, SKOHOMUYECKOM,
PUHAHCOBOM UAM  WHbIX 0bnacTax nesTeflbHOCTM U (1K)
MHpOPMaLMOHHAA cuctemMa KW (Mnwn) onepatop, obnamatenb
MHOPMaLMM MOTYT BbINOSTHATE BO3MOXKEHHbIE Ha HUX (DYHKLMM C
HeOOoCTAaTOUYHOM 3(DEKTUBHOCTBIO WUAM BbINOMHEHME DYHKLUNIA
BO3MOXHO TOJIbKO C MpUBReYeHnemM OOMONHUTENbHbIX CUT 1
CpeacTs

Hunskasa

3. Bbicoknii ypoBeHb 3HauMMoCTu (aanee — Y3 1) 0o/KeH yCTaHaBAMBATbCS, eCNN XOTs bbl 414
OHOro u3 CBOWCTB 6e3omacHoCTM UWHgopMaumm (KOHDUAEHUMANbHOCTI, LENOCTHOCTY,
JOCTYNHOCTK) OnpeaeneHa BbiCoKasd cTeneHb yilepba.

CpefHuii ypoBeHb 3HAUMMOCTK (ganee — Y3 2) NOMKeH YCTaHaBAMBATbCS, eCcnn XoTda bbl AN
OHOrO U3 CBOWCTB 6e30macHoCTM UWHgopMaumm (KOHDUAEHUMANbHOCTI, LEeNOCTHOCTH,
NOCTYMHOCTK) onpeaeneHa cpefHas cTeneHb yulepba v HeT HY OIHOTO CBOWCTBA, AN KOTOPOro
onpefeneHa BbiCOKas cTeneHb yuiepba.

H13K1I ypoBEHb 3HAUMMOCTU (Ianee — Y3 3) AOSKEH YCTaHaBMMBATbCA, €C/n 1719 BCeX CBOMCTB
6e30mnacHOCTV MHMOPMALUK (KOHPUAEHUMANBHOCTM, LLENOCTHOCTH, AOCTYMHOCTH) OnpeaeneHsbl
HU3KKe CcTeneHu yllepba.



G KPELO-C

CUCTEeMHbIA MHTerpaTop

4. [Insa nHdopmaumm, KoTopas oTHeCeHa K MHMOPMaLMN OrPaHNYEHHOrO PacNpPOCTPaHeHNs 1
ON9  HoCcuTener KOTOPOM YCTaHOBMIeHa OrpaHudnTesibHad MoMeTKa «And  CIy»KebHoro
NONb30BaHWSAY, AOSKEH ObiTb ycTaHoBMNeH Y3 1.

5.1Tpn obpaboTke B MHPOPMALMOHHOM cCucTeMe OBYX W 6onee BWMAOB MHbopMauum Y3
onpenensdeTcs oTAeNbHO ON19 KaXKAOro B1aa MHopMaumu. MTorosbin Y3, obpabaTtbiBaemol B
MH(OPMALMOHHOW CUCTeMe, YCTaHaABIMBAETCs MO HAUBbLICLINM 3HAYEHMAM CTerNeHN BO3IMOXHOIO
yllepba, onpeaeneHHbIM ANa KOHDUAEHUMANBbHOCTH, LEeNOCTHOCTI, AOCTYNMHOCTU MHOPMALIMN
KayKO,0ro Buaa MHopMaunu.

6. [1ns MHDOPMaLMOHHOW CUCTEMBI IOMKeH ObiTb onpeaeneH denepanbHbIi MacliTab, eciiv oHa
npefHa3HayeHa ONa pelleHVsa 3adady Ha Bcell Tepputopun Poccuiickort @enepaunmn mnm B
npeaenax AByx 1 bonee cybbekToB Poccuiickoit Gepepaumm.

Ins MHpOpPMaLMOHHOW CMCTEMbI [IOMKeH bbiTb onpeaeneH pervoHasnbHbli MacliTab, eciv oHa
npeaHasHaveHa a1 pelleHns 3aaad B npefenax oqHoro cybbekta Poccniickor @enepaunn.

[N MHPOPMALMOHHOM CUCTEMbI OOSKEH OblTb OnpeaefieH 06beKTOBOM MacliTab, ecnn oHa
npenHa3sHaveHa s pelleHns 3a1aY B npefenax obbekta (06beKToB) 0JHOr0 rocy1apCTBEHHOMO
opraHa, MyHMUMNaNbHOro 06pa3oBaHMs, OpraHmn3aLmn.

7. Knacc 3awmueHHoCTU MHOpMaLUMOHHOW CUCTEMbI ONpeaenaeTcst B COOTBETCTBMM C Tabnumuel
2:

Ta6bnuua 2
MacwTtab nHdpopMaLMOHHOM CUCTEMDI
73 depepanbHbin PervioHanbHbI O61beKToBbIN
Y31 K1 K1 K1
Y32 K1 K2 K2
Y33 K2 K3 K3

8. Knaccbl  3aWMUWEHHOCTM  MHAPOPMALUMOHHBIX — CUCTeM,  (DYHKUMOHMPYOLWMX Ha 6ase
MHPOPMALMOHHO-TENEKOMMYHUKALMOHHOW MHPPACTPYKTYPbI, He AOMKHbI OblTb Bbille Kiacca
3aLMLIEHHOCTM 3TON MHDPOPMALMOHHO -TENTIEKOMMYHUKALUMOHHOW MH(PACTPYKTYpPbI.

9. [lonyckaeTcs npucBOeHWe OTAeNbHbIM CerMeHTam WHMPOPMALMOHHOM CUCTEeMbl Pa3HbIX
KMaccoB 3allMuleHHocTu. B 3Tom criyyae Mepbl Mo 3aumTe MHQOpMauuy CerMeHToB
MHMOPMALIMOHHOM CUCTEMbI M COodepXallenca B HUX MHDOPMaLM OOSKHbI MPUHUMATLCA B
COOTBETCTBMM C MPUCBOEHHBIMW MM KacCaMm 3aLLUMLLEHHOCTU.

10. Pe3ynbTaThl Knaccupmrkaumy oopMaaioTCa akTOM, KOTOPbIM YTBEPXKOAETCss onepaTopoM
(obnapatenem uvHgopMaumm). AKT KnaccupuKaumm OOSHKEeH CoAepykaTb HavMeHOBaHMe
KNaccndnumpyemMon CUCcTeMbl U CerMeHTOB MHDOPMALMOHHOM CUCTEMbI MPU UX Hanudum, Y3 nnm
Y3 B cerMeHTax MHPOPMALMOHHON CUCTEMbI MPY UX HanU4YMuM, mMacwTab MHMDOPMALMOHHOM
CUCTeMbl U (M) CEerMeHTOB MHDOPMALMOHHOM CUCTEMbI MPU UX HAIMYMK, MPUCBOEHHbIN Kiacc
3aLLUMLLIEHHOCTM MHPOPMALMOHHOW CUCTeMEe U cerMeHTaM MHDOPMALIMOHHOM CUCTEMbI MPU X
Hanuauu. onyckaeTcs odopmneHne eaMHOro akTa KnaccudurKkaumm Ha HECKOSIbKO CEerMeHToB
MHMOPMALIMOHHOM CUCTEMbI OIHOTO onepaTopa (obnagaTensd MHdopMaLnn).

11. Knacc 3awpmiuieHHoCcT MHOPMaLUMOHHON CUCTEMbI (CerMeHTOB MHMOPMALIMOHHOM CUCTEMDI)
NOANEXUT NepecMoTpy MNpu M3MeHeHUM MacliTaba MHPOPMALMOHHOW CUCTEMbI (CerMeHTOB
MHMOPMALMOHHOM CUCTEMbI) UTU 3HAYMMOCTU COOEPIKALLENCA B HeM MHdopMaLmK (B cermeHTax
MHMOPMALMOHHOM CUCTEMDI).



